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Section 1: Instructions to Bidders

	[bookmark: _Toc438438819][bookmark: _Toc438532553][bookmark: _Toc438733963][bookmark: _Toc438962045][bookmark: _Toc461939616][bookmark: _Toc31283154][bookmark: _Toc339451709][bookmark: _Toc339451862]A. General

	[bookmark: _Toc31283155][bookmark: _Toc339451710][bookmark: _Toc339451863]1.	Scope of Bid
	

	1.1	The Procuring and Disposing Entity indicated in the Bid Data Sheet (BDS), invites bids for the provision of Supplies and related Services incidental thereto as specified in Section 6, Statement of Requirements.  The Instructions to Bidders should be read in conjunction with the BDS.  The subject and procurement reference number, and number of lots of this Bidding Document are provided in the BDS.

	1.2	Throughout these Bidding Documents:
(a)	the term “in writing” means communicated in written form with proof of receipt;
(b)	if the context so requires, singular means plural and vice versa; and
(c)	“day” means working day.

	1.3	Procurement will be undertaken in compliance with the Public Procurement and Disposal of Public Assets Act, 2003 and Public Procurement and Disposal of Public Assets Regulations, 2014.

	[bookmark: _Toc438438821][bookmark: _Toc438532556][bookmark: _Toc438733965][bookmark: _Toc438907006][bookmark: _Toc438907205][bookmark: _Toc31283156][bookmark: _Toc339451711][bookmark: _Toc339451864]2.	Source of Funds
	

	2.1	The Procuring and Disposing Entity indicated in the BDS has an approved budget from Government funds towards the cost of the procurement named in the BDS.  The Procuring and Disposing Entity intends to use these funds to place a contract for which these Bidding Documents are issued.

	2.2	Payments will be made directly by the Procuring and Disposing Entity and will be subject in all respects to the terms and conditions of the resulting contract placed by the Procuring and Disposing Entity.

	[bookmark: _Toc438438822][bookmark: _Toc438532559][bookmark: _Toc438733966][bookmark: _Toc438907007][bookmark: _Toc438907206][bookmark: _Toc31283157][bookmark: _Toc339451712][bookmark: _Toc339451865]3.	Corrupt Practices
	

	[bookmark: _Toc438002631]
3.1	It is the Government of Uganda’s policy to require that Procuring and Disposing Entities, as well as Bidders and Providers observe the highest standards of ethics during procurement and the execution of contracts.  In pursuit of this policy, the Government of Uganda;
(a)	defines, for the purposes of this provision, the terms set forth below as follows:
(i)	“corrupt practice” means the offering, giving, receiving, or soliciting, directly or indirectly, of anything of value, to influence the action of a public official in the procurement process or in contract execution; and
(ii)	“fraudulent practice” is any act or omission, including a misrepresentation, that knowingly or recklessly misleads, or attempts to mislead, a party to obtain a financial or other benefit or to avoid an obligation; 
(iii)	“collusive practice” is an arrangement between two or more parties designed to achieve an improper purpose, including to influence improperly the actions of another party;
(iv)	“coercive practice” is impairing or harming, or threatening to impair or harm, directly or indirectly, any party or the property of the party to influence improperly the actions of a party;
(b)	will reject a recommendation for award if it determines that the Bidder recommended for award has engaged in corrupt, fraudulent, collusive or coercive practices in competing for the Contract;
(c)	will suspend a Provider from engaging in any public procurement proceeding for a stated period of time, if it at any time determines that the Provider has engaged in corrupt, fraudulent, collusive or coercive practices in competing for, or in executing, a Government contract.

	3.2	Furthermore, Bidders shall be aware of the provision stated in Sub-Clause 3.2 and Sub-Clause 36.1 (g) of the General Conditions of Contract.

	3.3	In pursuit of the policy defined in Sub-Clause 3.1, the Procuring and Disposing Entity may terminate a contract or be ordered by the Public Procurement and Disposal of Public Assets Appeals Tribunal to cancel a contract if it at any time determines that corrupt, fraudulent, collusive or coercive practices were engaged in by representatives of the Procuring and Disposing Entity or of a Bidder or Provider during the procurement or the execution of that contract. 

	3.4	In pursuit of the policy defined in Sub-clause 3.1, the Government of Uganda requires representatives of both the Procuring and Disposing Entities and of Bidders and Providers to adhere to the relevant codes of ethical conduct. The Code of Ethical Conduct for Bidders and Providers as provided in the bidding forms shall be signed by the Bidder and submitted together with the other bidding forms.
3.5	In pursuit of the policy defined in Sub-clause 3.1, the Government of Uganda may suspend a provider from engaging in any public procurement or disposal process for a period determined by the Authority, where the provider is debarred from the procurement processes of an international agency of which Uganda is a member.

	3.6	Any communications between a Bidder and the Procuring and Disposing Entity related to matters of alleged fraud or corruption must be made in writing and addressed to the Accounting Officer of the Procuring and Disposing Entity.

	[bookmark: _Toc438438823][bookmark: _Toc438532560][bookmark: _Toc438733967][bookmark: _Toc438907008][bookmark: _Toc438907207][bookmark: _Toc31283158][bookmark: _Toc339451713][bookmark: _Toc339451866]4.	Eligible Bidders
	

	4.1	A Bidder, and all parties constituting the Bidder, shall meet the following criteria to be eligible to participate in public procurement:
(a)	the bidder has the legal capacity to enter into a contract;
(b)	the bidder is not:
(i)	insolvent;
(ii)	in receivership;
(iii)	bankrupt; or
(iv)	being wound up
(c)	the bidder’s business activities have not been suspended;
(d)	the bidder is not the subject of legal proceedings for any of the circumstances in (b); and
(e)	the bidder has fulfilled his or her obligations to pay taxes and social security contributions.

	
4.2	A Bidder may be a natural person, private entity, government-owned entity, subject to ITB Sub-Clause 4.6, any combination of them with a formal intent to enter into an agreement or under an existing agreement in the form of a joint venture, consortium, or association.  In the case of a joint venture, consortium, or association, all parties shall be jointly and severally liable. For bids submitted by an existing or intended JV, a Power of Attorney from each member of the JV nominating a Representative in the JV and a Power of Attorney from the JV nominating a representative who shall have the authority to conduct all business for and on behalf of any and all the parties of the JV during the bidding process and, in the event the JV is awarded the Contract, during contract execution.

	4.3	A Bidder, and all parties constituting the Bidder including sub-contractors, shall have the nationality of an eligible country, in accordance with Section 5, Eligible Countries.  A Bidder shall be deemed to have the nationality of a country if the Bidder is a citizen or is constituted, incorporated, or registered and operates in conformity with the provisions of the laws of that country.  This criterion shall also apply to the determination of the nationality of proposed subcontractors for any part of the Contract including related services.

	4.4	A Bidder shall not have a conflict of interest.  All Bidders found to be in conflict of interest shall be disqualified.  A Bidder may be considered to have a conflict of interest with one or more parties in this bidding process, if they: 
(a)	have controlling shareholders in common; or
(b)	receive or have received any direct or indirect subsidy from any of them; or
(c)	have the same legal representative for purposes of this bid; or

	(d)	have a relationship with each other, directly or through common third parties, that puts them in a position to have access to information about or influence on the bid of another Bidder, or influence the decisions of the Procuring and Disposing Entity regarding this bidding process; or

	(e)	submit more than one bid in this bidding process, except for alternative offers permitted under ITB Clause 13.  However, this does not limit the participation of subcontractors in more than one bid, or as Bidders and subcontractors simultaneously; or 
(f)	participated as a consultant in the preparation of the design or technical specifications of the Supplies and related services that are the subject of the bid.

	4.5	A firm that is under a declaration of suspension by the Authority in accordance with ITB Clause 3.5, at the date of the deadline for bid submission or thereafter before contract signature, shall be disqualified. 

	4.6	Government-owned enterprises shall be eligible only if they can establish that they are legally and financially autonomous and operate under commercial law.

	4.7	Bidders shall provide such evidence of their continued eligibility satisfactory to the Procuring and Disposing Entity, as the Procuring and Disposing Entity shall reasonably request.

	[bookmark: _Toc438438824][bookmark: _Toc438532568][bookmark: _Toc438733968][bookmark: _Toc438907009][bookmark: _Toc438907208][bookmark: _Toc31283159][bookmark: _Toc339451714][bookmark: _Toc339451867]5.	Eligible Supplies and Related Services
	

	5.1	All Supplies and related Services to be supplied under the Contract shall have as their country of origin an eligible country in accordance with Section 5, Eligible Countries.

	5.2	For purposes of this Clause, the term “Supplies” means goods, raw materials, products, livestock, assets, land, equipment or objects of any kind and description in solid, liquid or gaseous form, or in the form of electricity, or intellectual and proprietary rights as well as works or services incidental to the provision of such supplies where the value of such works or services does not exceed the value of the supplies. 

	5.3	The term “country of origin” means the country where the Supplies have been mined, grown, cultivated, produced, manufactured, or processed, or through manufacture, processing, or assembly, another commercially recognised article results that differs substantially in its basic characteristics from its imported components.

	5.4	The nationality of the Provider that produces, assembles, distributes, or sells the Supplies shall not determine their origin.

	5.5	If so required in the BDS, the Bidder shall demonstrate that it has been duly authorised by the Manufacturer of the Supplies to supply, in the Republic of Uganda, the Supplies indicated in its bid. 

	[bookmark: _Toc438438825][bookmark: _Toc438532573][bookmark: _Toc438733969][bookmark: _Toc438962051][bookmark: _Toc461939617][bookmark: _Toc31283160][bookmark: _Toc339451715][bookmark: _Toc339451868]B.  Bidding Document

	[bookmark: _Toc438438826][bookmark: _Toc438532574][bookmark: _Toc438733970][bookmark: _Toc438907010][bookmark: _Toc438907209][bookmark: _Toc31283161][bookmark: _Toc339451716][bookmark: _Toc339451869]6.	Contents of Bidding Document
	

	6.1	The Bidding Document consists of Parts 1, 2, and 3, which include all the Sections indicated below, and should be read in conjunction with any addenda issued in accordance with ITB Clause 8.

	PART 1    Bidding Procedures
 Section 1. Instructions to Bidders (ITB)
 Section 2. Bid Data Sheet (BDS)
 Section 3. Evaluation Methodology and Criteria
 Section 4. Bidding Forms
 Section 5. Eligible Countries
PART 2   Statement of Requirements
 Section 6. Statement of Requirements 
PART 3   Contract
 Section 7. General Conditions of Contract (GCC) for the Procurement of 	Supplies
 Section 8. Special Conditions of Contract (SCC)
 Section 9. Contract Forms

	6.2	The Bid Notice, Pre-qualification Notice or letter of invitation is not part of the Bidding Document.
6.3	Bidders who did not obtain the Bidding Document directly from the Procuring and Disposing Entity will be rejected during evaluation.  Where a Bidding Document is obtained from the Procuring and Disposing Entity on a Bidder’s behalf, the Bidder’s name must be registered with the Procuring and Disposing Entity at the time of sale and issue. 
6.4	The Bidder is expected to examine all instructions, forms, terms, and specifications in the Bidding Document.  Failure to furnish all information or documentation required by the Bidding Document may result in the rejection of the bid.
6.5	Where an electronic copy of the bidding document is issued, the paper or hard copy of the bidding document is the original version. In the event of any discrepancy between the two, the hard copy shall prevail.

	[bookmark: _Toc438438827][bookmark: _Toc438532575][bookmark: _Toc438733971][bookmark: _Toc438907011][bookmark: _Toc438907210][bookmark: _Toc31283162][bookmark: _Toc339451717][bookmark: _Toc339451870]7.	Clarification of Bidding Document
	

		A prospective Bidder requiring any clarification of the Bidding Document shall contact the Procuring and Disposing Entity in writing at the Procuring and Disposing Entity’s address indicated in the BDS.  The Procuring and Disposing Entity will respond in writing to any request for clarification, provided that such request is received no later than the date indicated in the BDS. The Procuring and Disposing Entity shall forward copies of its response to all Bidders who have acquired the Bidding Document directly from it, including a description of the inquiry but without identifying its source.  Should the Procuring and Disposing Entity deem it necessary to amend the Bidding Document as a result of a clarification, it shall do so following the procedure under ITB Clause 8 and Sub-Clause 24.2.

	[bookmark: _Toc438438828][bookmark: _Toc438532576][bookmark: _Toc438733972][bookmark: _Toc438907012][bookmark: _Toc438907211][bookmark: _Toc31283163][bookmark: _Toc339451718][bookmark: _Toc339451871]8.	Amendment of Bidding Document
	

	8.1	At any time prior to the deadline for submission of bids, the Procuring and Disposing Entity may amend the Bidding Document by issuing addenda.
8.2	Any addendum issued shall be part of the Bidding Document and shall be communicated in writing to all who have obtained the Bidding Document directly from the Procuring and Disposing Entity.
8.3	To give prospective Bidders reasonable time in which to take an addendum into account in preparing their bids, the Procuring and Disposing Entity may, at its discretion, extend the deadline for the submission of bids, pursuant to ITB Sub-Clause 24.2.

	[bookmark: _Toc438438829][bookmark: _Toc438532577][bookmark: _Toc438733973][bookmark: _Toc438962055][bookmark: _Toc461939618][bookmark: _Toc31283164][bookmark: _Toc339451719][bookmark: _Toc339451872]C.  Preparation of Bids

	[bookmark: _Toc438438830][bookmark: _Toc438532578][bookmark: _Toc438733974][bookmark: _Toc438907013][bookmark: _Toc438907212][bookmark: _Toc31283165][bookmark: _Toc339451720][bookmark: _Toc339451873]9.	Cost of Bidding
	

	9.1	The Bidder shall bear all costs associated with the preparation and submission of its bid, and the Procuring and Disposing Entity shall not be responsible or liable for those costs, regardless of the conduct or outcome of the bidding process.

	[bookmark: _Toc438438831][bookmark: _Toc438532579][bookmark: _Toc438733975][bookmark: _Toc438907014][bookmark: _Toc438907213][bookmark: _Toc31283166][bookmark: _Toc339451721][bookmark: _Toc339451874]10.	Language of Bid and Communications
	

	10.1	The medium of communication shall be in writing unless otherwise specified in the BDS.
10.2	The bid, as well as all correspondence and documents relating to the bid exchanged by the Bidder and the Procuring and Disposing Entity, shall be written in English unless otherwise specified in the BDS.  
10.3	Supporting documents and printed literature that are part of the bid may be in another language provided they are accompanied by an accurate translation of the relevant passages in English, in which case, for purposes of interpretation of the bid, such translation shall govern.

	[bookmark: _Toc438438832][bookmark: _Toc438532580][bookmark: _Toc438733976][bookmark: _Toc438907015][bookmark: _Toc438907214][bookmark: _Toc31283167][bookmark: _Toc339451722][bookmark: _Toc339451875]11.	Documents Comprising the Bid
	

		The bid shall comprise the following:
(a)	the Bid Submission Sheet and the applicable Price Schedules, in accordance with ITB Clauses 12, 14, and 15;
(b)	a Bid Security or a Bid Securing Declaration, in accordance with ITB Clause 21;
(c)	written confirmation authorising the signatory of the bid to commit the Bidder, in accordance with ITB Clause 22;

	(d)	documentary evidence in accordance with ITB Clause 16 establishing the Bidder’s eligibility to bid;
(e)	documentary evidence in accordance with ITB Clause 17 establishing that the Supplies and Related Services to be supplied by the Bidder are of eligible origin;

	(f)	documentary evidence in accordance with ITB Clauses 18 and 30, that the Supplies and Related Services conform to the Bidding Documents; 
(g)	documentary evidence in accordance with ITB Clause 19 establishing the Bidder’s qualifications to perform the contract if its bid is accepted; 
(h)	The Code of Ethical Conduct for Bidders and Providers  in accordance with ITB Clause 3.4;  and 
(i)	any other document(s) required in the BDS.

	[bookmark: _Toc438438833][bookmark: _Toc438532583][bookmark: _Toc438733977][bookmark: _Toc438907016][bookmark: _Toc438907215][bookmark: _Toc31283168][bookmark: _Toc339451723][bookmark: _Toc339451876]12.	Bid Submission Sheet and Price Schedules
	

	12.1	The Bidder shall submit the Bid Submission Sheet using the form provided in Section 4, Bidding Forms.  This form must be completed without any alterations to its format, and no substitutes shall be accepted.  All blank spaces shall be filled in with the information requested, which includes:
(a)	the reference of the Bidding Document and the number of each addenda received; 
(b)	a brief description of the Supplies and Related Services offered;
(c)	the total bid price;

	(d)	any discounts offered and the methodology for their application;
(e)	the period of validity of the bid ; 
(f)	a commitment to submit any Performance Security required and the amount;

	(g)	a declaration of nationality of the Bidder;
(h)	a commitment to adhere to the Code of Ethical Conduct for Bidders and Providers;
(i)	a declaration that the Bidder, including all parties comprising the Bidder, is not participating, as a Bidder, in more than one bid in this bidding process; except for alternative bids in accordance with ITB Clause 13;
(j)	confirmation that the Bidder has not been suspended by the Authority;

	(k)	a declaration on gratuities and commissions; and
(l)	an authorised signature.

	12.2	The Bidder shall submit the Price Schedule for Supplies and Related Services, using the format provided in Section 4, Bidding Forms.  The Price Schedule shall include, as appropriate:

	(a)	the item number;
(b)	a brief description of the Supplies or Related Services to be supplied;
(c)	their country of origin and percentage of Ugandan or East African Community content;

	(d)	the quantity;
(e)	the unit prices, with a separate unit price ex-factory and for delivery and incidental costs according to the delivery terms (Incoterms);
(f)	customs duties and all taxes paid or payable in Uganda; 

	(g)	the total price per item;
(h)	subtotals and totals per Price Schedule; and
(i)	an authorised signature. 

	[bookmark: _Toc438438834][bookmark: _Toc438532587][bookmark: _Toc438733978][bookmark: _Toc438907017][bookmark: _Toc438907216][bookmark: _Toc31283169][bookmark: _Toc339451724][bookmark: _Toc339451877]13.	Alternative Bids
	

	13.1	Alternative bids shall not be considered unless otherwise indicated in the BDS.
13.2	Where permitted, alternative bids do not need to conform precisely to the Statement of Requirements, but must -
(a)	meet the objectives and/or performance requirements prescribed in the Statement of Requirements; 
(b)	be substantially within any delivery or completion schedule, budget or other performance parameters stated in the solicitation document; and
(c)	clearly state the benefits of the alternative bid over any solution which conforms precisely to the Statement of Requirements, in terms of technical performance, price, operating costs or any other benefit.
13.3	A bidder may submit both a main bid which conforms precisely to the Statement of Requirements and an alternative bid.
13.4	Where a bidder submits more than one bid, each bid shall be submitted as a completely separate bid and shall conform to the instructions for preparation and submission of bids in its own right, without any reliance on any other bid. In particular, each bid shall be separately signed, authorised, sealed, labelled and submitted in accordance with the instructions for submission of bids and shall be accompanied by a separate Bid Security or Bid Securing Declaration, if so required. Such bids shall be labelled “Main Bid” and “Alternative Bid”. 
13.5	The evaluation of alternative bids shall use the same methodology, criteria and weights as the evaluation of main bids, except that the detailed technical evaluation shall take into account only the objectives and/or performance requirements prescribed in the Statement of Requirements. 

	[bookmark: _Toc438438835][bookmark: _Toc438532588][bookmark: _Toc438733979][bookmark: _Toc438907018][bookmark: _Toc438907217][bookmark: _Toc31283170][bookmark: _Toc339451725][bookmark: _Toc339451878]14.	Bid Prices and Discounts
	

	14.1	The prices and discounts quoted by the Bidder in the Bid Submission Sheet and in the Price Schedules shall conform to the requirements specified below.
14.2	All items in the Schedule of Supply must be listed and priced separately in the Price Schedules. If a Price Schedule shows items listed but not priced, their prices shall be assumed to be included in the prices of other items.  Items not listed in the Price Schedule shall be assumed to be not included in the bid, and provided that the bid is substantially responsive, the corresponding adjustment shall be applied in accordance with ITB Sub-Clause 31.3.

	14.3	The price to be quoted in the Bid Submission Sheet, in accordance with ITB Sub-Clause 12.1(c), shall be the total price of the bid, excluding any discounts offered. 

	14.4	The Bidder shall quote any unconditional and conditional discounts and the methodology for their application in the Bid Submission Sheet, in accordance with ITB Sub-Clause 12.1(d) and ITB Sub-Clause 14.8 respectively.

	14.5	The terms EXW, CIP, and other similar terms shall be governed by the rules prescribed in the edition of Incoterms, published by The International Chamber of Commerce, as specified in the BDS.

	14.6	Prices quoted on the Price Schedule for Supplies and Related Services, shall be disaggregated, when appropriate as indicated in this sub-clause. This disaggregation shall be solely for the purpose of facilitating the comparison of bids by the Procuring and Disposing Entity.  This shall not in any way limit the Procuring and Disposing Entity’s right to contract on any of the terms offered:
(a)	for Supplies;
(i) the price of the Supplies, quoted CIP or other Incoterm as specified in the BDS; 
(ii) all custom duties, sales tax, and other taxes applicable in Uganda, paid or payable, on the Supplies or on the components and raw materials used in their manufacture or assembly, if the Contract is awarded to the Bidder; and 
(iii) the total price for the item.
(b)	for Related Services;
(i) the price of the Related Services; 
(ii) all custom duties, sales tax, and other taxes applicable in Uganda, paid or payable, on the Related Services, if the Contract is awarded to the Bidder; and
(iii) the total price for the item.

	14.7	Prices quoted by the Bidder shall be fixed during the Bidder’s performance of the Contract and not subject to variation on any account, unless otherwise specified in the BDS.  A bid submitted with an adjustable price quotation shall be treated as non responsive and shall be rejected, pursuant to ITB Clause 30.  However, if in accordance with the BDS, prices quoted by the Bidder shall be subject to adjustment during the performance of the Contract, a bid submitted with a fixed price quotation shall not be rejected, but the price adjustment shall be treated as zero.

	14.8	If so indicated in ITB Sub-Clause 1.1, bids are being invited for individual contracts (lots) or for any combination of contracts (packages).  Bidders wishing to offer any price reduction for the award of more than one Contract shall specify in their bid the price reductions applicable to each package, or alternatively, to individual Contracts within the package.  Price reductions or discounts shall be submitted in accordance with ITB Sub-Clause 14.4, provided the bids for all lots are submitted and opened at the same time.

	[bookmark: _Toc438438836][bookmark: _Toc438532597][bookmark: _Toc438733980][bookmark: _Toc438907019][bookmark: _Toc438907218][bookmark: _Toc31283171][bookmark: _Toc339451726][bookmark: _Toc339451879][bookmark: _Hlt438531797]15.	Currencies of Bid
	

	15.1	Bid prices shall be quoted in the following currencies:
(a)	for Supplies and Related Services originating in Uganda, the bid prices shall be quoted in the currency of Uganda, unless otherwise specified in the BDS;  and
(b)	for Supplies and Related Services originating outside Uganda, or for imported parts or components of Supplies and Related Services originating outside Uganda, the bid prices shall be quoted in the currency of the expense or in the currency of the Bidder’s country unless otherwise specified in the BDS. 
15.2	Alternatively, the Procuring and Disposing Entity may request that prices quoted be expressed in the currency specified in the BDS.  If the Bidder wishes to be paid in a currency or a combination of currencies different from the one in which it was requested to express its quotation, it shall as part of its offer:
(a) indicate its requirement to be paid in other currencies, including the amount in each currency or the percentage of the quoted price corresponding to each currency;
(b) justify, to the Procuring and Disposing Entity’s satisfaction, the requirement to be paid in the currencies requested; and
(c) utilise the rate of exchange specified by the Procuring and Disposing Entity to express its offer in the currency required by the Procuring and Disposing Entity.   The source, date, and type of exchange rate to be used is indicated in the BDS, in accordance with ITB Clause 34, and shall not precede the bid submission deadline by less than twenty-one (21) days.


	[bookmark: _Toc438438837][bookmark: _Toc438532598][bookmark: _Toc438733981][bookmark: _Toc438907020][bookmark: _Toc438907219][bookmark: _Toc31283172][bookmark: _Toc339451727][bookmark: _Toc339451880][bookmark: _Hlt438531760]16.	Documents Establishing the Eligibility of the Bidder
	

	[bookmark: _Hlt438531784]	To establish their eligibility in accordance with ITB Clause 4, Bidders shall complete the eligibility declarations in the Bid Submission Sheet, included in Section 4, Bidding Forms and submit the documents required in Section 3 Evaluation Methodology and Criteria.

	[bookmark: _Toc31283173][bookmark: _Toc339451728][bookmark: _Toc339451881][bookmark: _Toc438438838][bookmark: _Toc438532599][bookmark: _Toc438733982][bookmark: _Toc438907021][bookmark: _Toc438907220]17.	Documents Establishing the Eligibility of Supplies 
	

	17.1	To establish the eligibility of the Supplies and Related Services, in accordance with ITB Clause 5, Bidders shall complete the country of origin declarations in the Price Schedule included in Section 4, Bidding Forms.
17.2	Bidders with a current registration with the Authority are not required to submit:
(a)	a copy of the bidder’s current trading licence or equivalent;
(b)	a copy of the bidder’s certificate of registration or equivalent;
	but should include details of their Authority registration number in the bid submission sheet.

	[bookmark: _Toc31283174][bookmark: _Toc339451729][bookmark: _Toc339451882][bookmark: _Toc438438839][bookmark: _Toc438532600][bookmark: _Toc438733983][bookmark: _Toc438907022][bookmark: _Toc438907221]18.	Documents Establishing the Conformity of the Supplies 

	18.1	To establish the conformity of the Supplies and Related Services to the Bidding Documents, the Bidder shall provide as part of its bid the documentary evidence specified in Section 6, Statement of Requirements.
18.2	The documentary evidence may be in the form of literature, drawings or data, and shall consist of a detailed description of the essential technical and performance characteristics of the Supplies and Related Services, demonstrating substantial responsiveness of the Supplies and Related Services to those requirements, and if applicable, a statement of deviations and exceptions to the provisions of the Statement of Requirements.

	18.3	If so stated in the BDS bidders may be required to submit representative samples of the Supplies being offered and/or be requested to demonstrate the operation of the supplies to the Procuring and Disposing Entity.

	18.4	Standards for workmanship, process, material, and equipment, as well as references to brand names or catalogue numbers specified by the Procuring and Disposing Entity in the Statement of Requirement, are intended to be descriptive only and not restrictive.  The Bidder may offer other standards of quality, brand names, and/or catalogue numbers, provided that it demonstrates, to the Procuring and Disposing Entity’s satisfaction, that the substitutions ensure substantial equivalence or are superior to those specified in the Statement of Requirement.

	[bookmark: _Toc438438840][bookmark: _Toc438532603][bookmark: _Toc438733984][bookmark: _Toc438907023][bookmark: _Toc438907222][bookmark: _Toc31283175][bookmark: _Toc339451730][bookmark: _Toc339451883]19.	Documents Establishing the Qualifications of the Bidder
	

		To establish its qualifications to perform the Contract, the Bidder shall submit the evidence indicated for each qualification criteria specified in Section 3, Evaluation Methodology and Criteria.


	[bookmark: _Toc438438841][bookmark: _Toc438532604][bookmark: _Toc438733985][bookmark: _Toc438907024][bookmark: _Toc438907223][bookmark: _Toc31283176][bookmark: _Toc339451731][bookmark: _Toc339451884]20.	Period of Validity of Bids
	

	20.1	Bids shall remain valid until the date specified in the BDS. A bid valid for a shorter period shall be rejected by the Procuring and Disposing Entity as non-compliant.
20.2  The Procuring and Disposing Entity will make its best effort to complete the procurement process within this period

	20.3	In exceptional circumstances, prior to the expiration of the bid validity period, the Procuring and Disposing Entity may request Bidders to extend the period of validity of their bids. The request and the responses shall be made in writing. If a Bid Security or a Bid Securing Declaration is requested in accordance with ITB Clause 21, it shall also be extended for a corresponding period. A Bidder may refuse the request without forfeiting its Bid Security or being liable for suspension in case of a Bid Securing Declaration. A Bidder granting the request shall not be required or permitted to modify its bid.

	[bookmark: _Toc438438842][bookmark: _Toc438532605][bookmark: _Toc438733986][bookmark: _Toc438907025][bookmark: _Toc438907224][bookmark: _Toc31283177][bookmark: _Toc339451885]21.	Bid Security or Bid Securing Declaration

	21.1	The Bidder shall furnish as part of its bid, a Bid Security or a Bid-Securing Declaration, if required, as specified in the BDS.
21.2	The Bid Security shall be in the amount specified in the BDS and denominated in the currency of Uganda or a freely convertible currency, and shall:
a)	at the bidder’s option, be in the form of either a letter of credit, or a bank guarantee, or Bank draft or Cashier’s Check from a banking institution; 
b)	be issued by a reputable financial institution selected by the bidder from an eligible country. If the institution issuing the security is located outside the Uganda, it shall have a correspondent financial institution located in Uganda to make it enforceable;
c)	be substantially in accordance with the form of Bid Security included in Section 4, Bidding Forms;
d)	be payable promptly upon written demand by the Procuring and Disposing Entity in case the conditions listed in ITB Clause 21.6are invoked;
e)	be submitted in its original form - copies will not be accepted.

	21.3  The Bid Security or Bid Securing Declaration shall be submitted using the appropriate form included in Section 4, Bidding Forms and shall remain valid until the date specified in the BDS.  

	21.4	Any bid not accompanied by a substantially responsive Bid Security or Bid Securing Declaration, if one is required in accordance with ITB Sub-Clause 21.1, shall be rejected by the Procuring and Disposing Entity as non-compliant.

	21.5	The Bid Security or Bid Securing Declaration of all Bidders shall be returned as promptly as possible once the successful Bidder has signed the Contract and provided the required Performance Security where applicable or upon request by the unsuccessful bidder after publication of the notice of best evaluated bidder.

	21.6	If a Bidder withdraws its bid during the period of bid validity specified by the Bidder on the Bid Submission Sheet, except as provided in ITB Sub-Clause 20.2; or

	[bookmark: _Toc438267892]If the successful Bidder fails to: 
(i) sign the Contract in accordance with ITB Clause 42; 
(ii) [bookmark: _Toc438267893]furnish any Performance Security in accordance with ITB Clause 44; or
(iii) [bookmark: _Toc438267894]accept the correction of its bid price pursuant to ITB Sub-Clause 31.5.
          The Bid Security may be forfeited or Bid Securing Declaration executed. 

	[bookmark: _Toc438438843][bookmark: _Toc438532612][bookmark: _Toc438733987][bookmark: _Toc438907026][bookmark: _Toc438907225][bookmark: _Toc31283178][bookmark: _Toc339451732][bookmark: _Toc339451886]22.	Format and Signing of Bid
	

	22.1	The Bidder shall prepare one original of the documents comprising the bid as described in ITB Clause 11 and clearly mark it “ORIGINAL.” In addition, the Bidder shall submit copies of the bid, in the number specified in the BDS and clearly mark each of them “COPY.” In the event of any discrepancy between the original and the copies, the original shall prevail.

	22.2	The original and all copies of the bid shall be typed or written in indelible ink and shall be signed by a person duly authorised to sign on behalf of the Bidder. This authorisation shall consist of a Power of Attorney which if signed in Uganda shall be registered and if signed outside Uganda, shall be notarized and shall be attached to the bid.  The name and position held by each person signing the authorisation must be typed or printed below the signature. All pages of the bid, except for unamended printed literature, shall be signed or initialled by the person signing the bid.

	22.3	Any interlineations, erasures, or overwriting shall be valid only if they are signed or initialled by the person signing the bid.

	[bookmark: _Toc438438844][bookmark: _Toc438532613][bookmark: _Toc438733988][bookmark: _Toc438962070][bookmark: _Toc461939619][bookmark: _Toc31283179][bookmark: _Toc339451733][bookmark: _Toc339451887]D.  Submission and Opening of Bids

	[bookmark: _Toc438438845][bookmark: _Toc438532614][bookmark: _Toc438733989][bookmark: _Toc438907027][bookmark: _Toc438907226][bookmark: _Toc31283180][bookmark: _Toc339451734][bookmark: _Toc339451888]23	Sealing and Marking of Bids
	

	23.1	The Bidder shall enclose the original and each copy of the bid, in separate sealed envelopes, duly marking the envelopes as “ORIGINAL” and “COPY.”  These envelopes containing the original and the copies shall then be enclosed in one single plain envelope securely sealed in such a manner that opening and resealing cannot be achieved undetected. 

	23.2	The inner and outer envelopes shall:
(a)	bear the name and address of the Bidder;
(b)	be addressed to the Procuring and Disposing Entity in accordance with ITB Sub-Clause 24.1;

	(c)	bear the Procurement Reference number of this bidding process; and
(d)	bear a warning not to open before the time and date for bid opening, in accordance with ITB Sub-Clause 27.1.

	23.3	If all envelopes are not sealed and marked as required, the Procuring and Disposing Entity will assume no responsibility for the misplacement or premature opening of the bid.


	[bookmark: _Toc424009124][bookmark: _Toc438438846][bookmark: _Toc438532618][bookmark: _Toc438733990][bookmark: _Toc438907028][bookmark: _Toc438907227][bookmark: _Toc31283181][bookmark: _Toc339451735][bookmark: _Toc339451889]24	Deadline for Submission of Bids
	

	24.1	Bids must be received by the Procuring and Disposing Entity at the address and no later than the date and time indicated in the BDS.
24.2	The Procuring and Disposing Entity may, at its discretion, extend the deadline for the submission of bids by amending the Bidding Documents in accordance with ITB Clause 8, in which case all rights and obligations of the Procuring and Disposing Entity and Bidders previously subject to the deadline shall thereafter be subject to the deadline as extended.

	[bookmark: _Toc438438847][bookmark: _Toc438532619][bookmark: _Toc438733991][bookmark: _Toc438907029][bookmark: _Toc438907228][bookmark: _Toc31283182][bookmark: _Toc339451736][bookmark: _Toc339451890]25	Late Bids
	

		The Procuring and Disposing Entity shall not consider any bid that arrives after the deadline for submission of bids, in accordance with ITB Clause 24. Any bid received by the Procuring and Disposing Entity after the deadline for submission of bids shall be declared late, rejected, and returned unopened to the Bidder.

	[bookmark: _Toc424009126][bookmark: _Toc438438848][bookmark: _Toc438532620][bookmark: _Toc438733992][bookmark: _Toc438907030][bookmark: _Toc438907229][bookmark: _Toc31283183][bookmark: _Toc339451737][bookmark: _Toc339451891]26.	Withdrawal and Replacement of Bids
	

	26.1	A Bidder may withdraw or replace its bid after it has been submitted at any time before the deadline for submission of bids by sending a written notice, duly signed by an authorised representative, which shall include a copy of the authorisation in accordance with ITB Sub-Clause 22.2. Any corresponding replacement of the bid must accompany the respective written notice.  All notices must be:
(a)	submitted in accordance with ITB Clauses 22 and 23 (except that withdrawals notices do not require copies), and in addition, the respective envelopes shall be clearly marked “WITHDRAWAL,” or “REPLACEMENT,” and
(b)	received by the Procuring and Disposing Entity prior to the deadline prescribed for submission of bids, in accordance with ITB Clause 24.

	26.2	Bids requested to be withdrawn in accordance with ITB Sub-Clause 26.1 shall be returned unopened to the Bidder.

	26.3	No bid may be withdrawn or replaced in the interval between the deadline for submission of bids and the expiration of the period of bid validity specified by the Bidder on the Bid Submission Sheet or any extension thereof.  
26.4	Bids may only be modified by withdrawal of the original bid and submission of a replacement bid in accordance with ITB Sub-Clause 26.1.  Modifications submitted in any other way shall not be taken into account in the evaluation of bids.

	[bookmark: _Toc438438849][bookmark: _Toc438532623][bookmark: _Toc438733993][bookmark: _Toc438907031][bookmark: _Toc438907230][bookmark: _Toc31283184][bookmark: _Toc339451738][bookmark: _Toc339451892]27.	Bid Opening
	

	27.1	The Procuring and Disposing Entity shall conduct the bid opening in the presence of Bidders` designated representatives who choose to attend, at the address, date and time specified in the BDS.

	27.2	First, envelopes marked “WITHDRAWAL” shall be opened and read out and the envelope with the corresponding bid shall not be opened, but returned to the Bidder.  No bid withdrawal shall be permitted unless the corresponding withdrawal notice contains a valid authorisation to request the withdrawal and is read out at the bid opening.  
All other envelopes including those marked “REPLACEMENT” shall be opened and the relevant details read out.  Replacement bids shall be recorded as such on the record of the bid opening.
Only envelopes that are opened and read out at the bid opening shall be considered further.

	27.3	All other envelopes shall be opened one at a time, reading out: the name of the Bidder; the bid price, per lot where applicable, including any discounts; the presence of a Bid Security or Bid Securing Declaration, if required; and any other details that the Procuring and Disposing Entity may consider appropriate.  Only discounts and alternative offers read out at the bid opening shall be considered for evaluation.  No bid shall be rejected at the bid opening except for late bids, in accordance with ITB Sub-Clause 25.1.

	27.4	The Procuring and Disposing Entity shall prepare a record of the bid opening that shall include, as a minimum: the name of the Bidder and whether there is a withdrawal and/or replacement; the bid price, per lot if applicable, including any discounts; and the presence or absence of a Bid Security Bid Securing Declaration, if one was required.  The Bidders’ representatives who are present shall be requested to sign the record.  The omission of a Bidder’s signature on the record shall not invalidate the contents and effect of the record.  A copy of the record shall be distributed to Bidders upon payment of a fee and displayed on the Procuring and Disposing Entity’s Notice Board within one working day from the date of the bid opening.

	[bookmark: _Toc438438850][bookmark: _Toc438532629][bookmark: _Toc438733994][bookmark: _Toc438962076][bookmark: _Toc461939620][bookmark: _Toc31283185][bookmark: _Toc339451739][bookmark: _Toc339451893]E.  Evaluation of Bids

	[bookmark: _Toc31283186][bookmark: _Toc339451740][bookmark: _Toc339451894]28.	Confidentiality
	

	28.1	Information relating to the examination, evaluation, comparison, and post-qualification of bids, and recommendation of contract award, shall not be disclosed to bidders or any other persons not officially concerned with such process until information detailing the Best Evaluated Bidder is communicated to all Bidders.

	28.2	Any effort by a Bidder to influence the Procuring and Disposing Entity in the examination, evaluation, comparison, and post-qualification of the bids or contract award decisions may result in the rejection of its bid.

	28.3	Notwithstanding ITB Sub-Clause 28.2, from the time of bid opening to the time of Contract award, if any Bidder wishes to contact the Procuring and Disposing Entity on any matter related to the bidding process, it should do so in writing.

	[bookmark: _Toc424009129][bookmark: _Toc438438852][bookmark: _Toc438532631][bookmark: _Toc438733996][bookmark: _Toc438907033][bookmark: _Toc438907232][bookmark: _Toc31283187][bookmark: _Toc339451741][bookmark: _Toc339451895]29.	Clarification of Bids
	

		To assist in the examination, evaluation, comparison and post-qualification of the bids, the Procuring and Disposing Entity may, at its discretion, ask any Bidder for a clarification of its bid.  Any clarification submitted by a Bidder that is not in response to a request by the Procuring and Disposing Entity shall not be considered.  The Procuring and Disposing Entity’s request for clarification and the response shall be in writing. All requests for clarification shall be copied to all bidders for information purposes. No change in the prices or substance of the bid shall be sought, offered, or permitted, except to confirm the correction of arithmetic errors discovered by the Procuring and Disposing Entity in the evaluation of the bids, in accordance with ITB Clause 31.4.

	[bookmark: _Toc424009130][bookmark: _Toc438438853][bookmark: _Toc438532632][bookmark: _Toc438733997][bookmark: _Toc438907034][bookmark: _Toc438907233][bookmark: _Toc339451742][bookmark: _Toc339451896]30.	Compliance and Responsiveness of Bids

	30.1	The Procuring and Disposing Entity’s determination of a bid’s compliance and responsiveness is to be based on the contents of the bid itself. 

	30.2	A substantially compliant and responsive bid is one that conforms to all the terms, conditions, and specifications of the Bidding Documents without material deviation, reservation, or omission.  A material deviation is a deviation that-
(a)	affects in a substantial way, the scope or quality of the supplies or services or the performance of the works to be procured;
(b)	is inconsistent with the bidding document and which may in a substantial way, limit the rights of the procuring and disposing entity or the obligations of the bidder under the contract;
(c)	if corrected would unfairly affect the competitive position of the other bidders whose bids are administratively compliant and responsive; or
(d)	impacts the key factors of a procurement including cost, risk, time and quality and causes -
(i)	unacceptable time schedules, where it is stated in the bidding document that time is of the essence;
(ii)	unacceptable alternative technical details, such as design, materials, workmanship, specifications, standards or methodologies; or
(iii)	unacceptable counter-bids with respect to key contract terms and conditions, such as payment terms, price adjustment, liquidated damages, sub-contracting or warranty.

	30.3	If a bid is not substantially compliant and responsive to the Bidding Document, it shall be rejected by the Procuring and Disposing Entity and may not subsequently be made compliant and responsive by the Bidder by correction of the material deviation, reservation, or omission.

	[bookmark: _Toc438438854][bookmark: _Toc438532636][bookmark: _Toc438733998][bookmark: _Toc438907035][bookmark: _Toc438907234][bookmark: _Toc31283188][bookmark: _Toc339451743][bookmark: _Toc339451897]31.	Nonconformities, Errors, and Omissions
	

	[bookmark: _Hlt438533232]31.1	Provided that a bid is substantially compliant and responsive, the Procuring and Disposing Entity may waive any non-conformity or omissions in the bid that does not constitute a material deviation.

	31.2	Provided that a bid is substantially compliant and responsive, the Procuring and Disposing Entity may request that the Bidder submit the necessary information or documentation, within a reasonable period of time, to rectify nonmaterial nonconformities or omissions in the bid related to documentation requirements.  Such omission shall not be related to any aspect of the price of the bid.  Failure of the Bidder to comply with the request may result in the rejection of its bid.

	31.3	Provided that a bid is substantially compliant and responsive, the Procuring and Disposing Entity shall rectify nonmaterial nonconformities or omissions.  To this effect, the bid price shall be adjusted, for comparison purposes only, to reflect the price of the missing or non-conforming item or component.  The cost of any missing items will be added to the bid price using the highest price from other Bids submitted. 

	31.4	Provided that the bid is substantially compliant and responsive, the Procuring and Disposing Entity shall correct arithmetic errors on the following basis:
(a)	if there is a discrepancy between the unit price and the total price that is obtained by multiplying the unit price and quantity, the unit price shall prevail and the total price shall be corrected, unless in the opinion of the Procuring and Disposing Entity there is an obvious misplacement of the decimal point in the unit price, in which case the total price as quoted shall govern and the unit price shall be corrected;

	(b)	if there is an error in a total corresponding to the addition or subtraction of subtotals, the subtotals shall prevail and the total shall be corrected; and
(c)	if there is a discrepancy between words and figures, the amount in words shall prevail, unless the amount expressed in words is related to an arithmetic error, in which case the amount in figures shall prevail subject to (a) and (b) above.

	31.5	If the Bidder that submitted the best evaluated bid does not accept the correction of errors, its bid shall be rejected and its Bid Security may be forfeited or Bid Securing Declaration executed.

	[bookmark: _Toc438438855][bookmark: _Toc438532642][bookmark: _Toc438733999][bookmark: _Toc438907036][bookmark: _Toc438907235][bookmark: _Toc31283189][bookmark: _Toc339451744][bookmark: _Toc339451898]32.	Preliminary Examination of Bids – Eligibility and Administrative Compliance

	32.1	The Procuring and Disposing Entity shall examine the legal documentation and other information submitted by Bidders to verify the eligibility of Bidders and Supplies and related services in accordance with ITB Clauses 4 and 5.
32.2	If after the examination of eligibility, the Procuring and Disposing Entity determines that the Bidder, the Supplies and/or the related Services are not eligible, it shall reject the bid.
32.3	The Procuring and Disposing Entity shall examine the bids to confirm that all documents and technical documentation requested in ITB Clause 11 have been provided, and to determine the completeness of each document submitted.

	32.4	The Procuring and Disposing Entity shall confirm that the following documents and information have been provided in the bid.  If any of these documents or information is missing, the offer shall be rejected.
(a)	the Bid Submission Sheet, including:
(i) [bookmark: _Toc438267895]a brief description of the Supplies and Related Services offered; 
(ii) [bookmark: _Toc438267896]the price of the bid; and
(iii) [bookmark: _Toc438267897]the validity date of the bid; 
(b)	the Price Schedule;

	(c)	written confirmation of authorisation to commit the Bidder; and
(d)	a Bid Security or Bid Securing Declaration, if applicable.

	[bookmark: _Toc438438856][bookmark: _Toc438532645][bookmark: _Toc438734000][bookmark: _Toc438907037][bookmark: _Toc438907236][bookmark: _Toc31283190][bookmark: _Toc339451745][bookmark: _Toc339451899]33.	Detailed Commercial and Technical Evaluation
	

	33.1	The Procuring and Disposing Entity shall examine the bid to confirm that all terms and conditions specified in the GCC and the SCC have been accepted by the Bidder without any material deviation or reservation.
33.2	If, after the examination of the terms and conditions, the Procuring and Disposing Entity determines that the bid is not substantially responsive in accordance with ITB Clause 30, it shall reject the bid.
33.3	The Procuring and Disposing Entity shall evaluate the technical aspects of the bid submitted in accordance with ITB Clause 18, to confirm that all requirements specified in Section 6, Statement of Requirements of the Bidding Document have been met without any material deviation or reservation.
33.4	If, after the technical evaluation, the Procuring and Disposing Entity determines that the bid is not substantially compliant in accordance with ITB Clause 30, it shall reject the bid.

	[bookmark: _Toc438438857][bookmark: _Toc438532646][bookmark: _Toc438734001][bookmark: _Toc438907038][bookmark: _Toc438907237][bookmark: _Toc31283191][bookmark: _Toc339451746][bookmark: _Toc339451900]34	Conversion to Single Currency
	

		For evaluation and comparison purposes, the Procuring and Disposing Entity shall convert all bid prices expressed in amounts in various currencies into a single currency, using the selling exchange rate established by the source and on the date specified in the BDS.   

	[bookmark: _Toc438438858][bookmark: _Toc438532647][bookmark: _Toc438734002][bookmark: _Toc438907039][bookmark: _Toc438907238][bookmark: _Toc31283192][bookmark: _Toc339451747][bookmark: _Toc339451901]35.	Margin of Preference
	

	35.1	Unless otherwise specified in the BDS, a margin of preference shall apply. Where a Margin of Preference applies, its application and detail shall be specified in Section 3, Evaluation Methodology and Criteria. 

	35.2	For the purpose of granting a margin of domestic preference, bids will be classified in one of two groups, as follows:
(a)	Group A: Goods manufactured in Uganda, for which (i) labour, raw materials, and components from within Uganda account for more than thirty (30) percent of the EXW price; and (ii) the production facility in which they will be produced or manufacture is in Uganda on the date of bid submission.
(b)	Group B: Goods of foreign origin already imported or to be imported by the Purchaser directly or through the Supplier’s local agent.

	35.3	Bidders claiming eligibility for a Margin of Preference must provide documentary evidence that at least thirty percent of the labour, raw materials and components of the goods originate in Uganda and that the production facility in which the goods are to be assembled or processed is engaged in the manufacturing, assembling or processing of the goods at the time of submission of the bid.

	[bookmark: _Toc438438859][bookmark: _Toc438532648][bookmark: _Toc438734003][bookmark: _Toc438907040][bookmark: _Toc438907239][bookmark: _Toc31283193][bookmark: _Toc339451748][bookmark: _Toc339451902]36.	Financial Comparison of Bids
	

	36.1	The Procuring and Disposing Entity shall financially evaluate each bid that has been determined, up to this stage of the evaluation, to be substantially compliant and responsive. 

	[bookmark: _Hlt438533055]36.2	To financially evaluate a bid, the Procuring and Disposing Entity shall only use the criteria and methodologies defined in this Clause and in Section 3, Evaluation Methodology and Criteria.  No other criteria or methodology shall be permitted.

	36.3	The Procuring and Disposing Entity’s financial comparison of bids may require the consideration of factors other than costs, in addition to the bid price quoted in accordance with ITB Clause 14.  These factors may be related to the characteristics, performance, and terms and conditions of purchase of the Supplies and Related Services.  The factors selected, if any, shall be expressed in monetary terms to facilitate comparison of bids, unless otherwise specified in Section 3, Evaluation Methodology and Criteria.  The factors to be used and the methodology of application shall be indicated of Section 3, Evaluation Methodology and Criteria.

	36.4	To financially compare bids, the Procuring and Disposing Entity shall:
(a)	determine the bid price, taking into account the costs listed of Section 3, Evaluation Methodology and Criteria;
(b)	correct any arithmetic errors in accordance with ITB Sub-Clause 31.4;
(c)	apply any unconditional discounts offered in accordance with ITB Sub-Clause 12.1(d);

	(d)	make adjustments for any nonmaterial nonconformities and omissions in accordance with ITB Sub-Clause 31.3;
(e)	apply any non-cost factors in accordance with ITB Sub-Clause 36.3;
(f)	convert all bids to a single currency in accordance with ITB Clause 34;
(g)	apply any margin of preference in accordance with ITB Clause 35;
(h)	determine the total evaluated price of each bid. 

	[bookmark: _Toc438438860][bookmark: _Toc438532654][bookmark: _Toc438734004][bookmark: _Toc438907041][bookmark: _Toc438907240][bookmark: _Toc31283194][bookmark: _Toc339451749][bookmark: _Toc339451903]37.	Determination of Best Evaluated Bid(s)
	

		The Procuring and Disposing Entity shall compare all substantially compliant and responsive bids to determine the best evaluated bid or bids, in accordance with Section 3, Evaluation Methodology and Criteria.

	[bookmark: _Toc438438861][bookmark: _Toc438532655][bookmark: _Toc438734005][bookmark: _Toc438907042][bookmark: _Toc438907241][bookmark: _Toc31283195][bookmark: _Toc339451750][bookmark: _Toc339451904]38.	Post-qualification of the Bidder
	

	38.1	The Procuring and Disposing Entity shall determine to its satisfaction whether the Bidder that is selected as having submitted the best evaluated bid is qualified to perform the Contract satisfactorily.

	38.2	The determination shall be based upon an examination of the documentary evidence of the Bidder’s qualifications submitted by the Bidder, pursuant to ITB Clause 19, to clarifications in accordance with ITB Clause 29 and the qualification criteria indicated in Section 3, Evaluation Methodology and Criteria.  Factors not included in Section 3 shall not be used in the evaluation of the Bidder’s qualification.

	38.3	An affirmative determination shall be a prerequisite for award of the Contract to the Bidder.  A negative determination shall result in disqualification of the bid, in which event the Procuring and Disposing Entity shall proceed to the next best evaluated bid to make a similar determination of that Bidder’s capabilities to perform satisfactorily.

	38.4	If pre-qualification has been conducted, no post-qualification will be conducted but pre-qualification information shall be verified.

	[bookmark: _Toc438438863][bookmark: _Toc438532657][bookmark: _Toc438734007][bookmark: _Toc438962089][bookmark: _Toc461939621][bookmark: _Toc31283197][bookmark: _Toc339451751][bookmark: _Toc339451905]F.  Award of Contract

	[bookmark: _Toc438438864][bookmark: _Toc438532658][bookmark: _Toc438734008][bookmark: _Toc438907044][bookmark: _Toc438907243][bookmark: _Toc31283198][bookmark: _Toc339451752][bookmark: _Toc339451906]39.	Award Procedure
	

	39.1	The Procuring Entity shall issue a Notice of Best Evaluated Bidder within 5 working days after the decision of the contracts committee to award a contract, place such Notice on its notice board for a prescribed period, copy the Notice to all Bidders and to the Authority for publication on its website.
39.2	No contract shall be signed within period of ten (10) working days after the date of display of the best evaluated bidder notice..
39.3	The Procuring and Disposing Entity shall award the Contract to the Bidder whose offer has been determined to be the best evaluated bid, provided that the Bidder is determined to be qualified to perform the Contract satisfactorily.
39.3 Negotiations will only be held in exceptional circumstances as provided for under the PPDA Act.
[bookmark: _Toc339451907]40.	Procuring and Disposing Entity’s Right to Accept or Reject Any or All Bids
The Procuring and Disposing Entity reserves the right to accept or reject any bid, and to annul the bidding process and reject all bids at any time prior to contract signature and issue by the Procuring and Disposing Entity, without thereby incurring any liability to Bidders.

	[bookmark: _Toc438438865][bookmark: _Toc438532659][bookmark: _Toc438734009][bookmark: _Toc438907045][bookmark: _Toc438907244][bookmark: _Toc31283199][bookmark: _Toc339451753][bookmark: _Toc339451908]41.	Procuring and Disposing Entity’s Right to Vary Quantities at Time of Award

	41.1	At the time the Contract is awarded, the Procuring and Disposing Entity reserves the right to increase or decrease the quantity of Supplies and Related Services originally specified in Section 6, Statement of Requirements, provided this does not exceed the percentages indicated in the BDS, and without any change in the unit prices or other terms and conditions of the bid and the Bidding Document.
41.2	Negotiations will only be held in exceptional circumstances.

	[bookmark: _Toc438438867][bookmark: _Toc438532661][bookmark: _Toc438734011][bookmark: _Toc438907047][bookmark: _Toc438907246][bookmark: _Toc31283201][bookmark: _Toc339451754][bookmark: _Toc339451909]42.	Signing and Effectiveness of Contract

	42.1	On expiry of the ten (10) working day period after the display of the Best Evaluated Bidder, and upon approval of the Attorney General where applicable, the Procuring and Disposing Entity shall sign a contract with the successful Bidder.
42.2	Failure by the successful Bidder to sign the contract shall constitute sufficient ground for annulment of the contract award. 
42.3	Effectiveness of the contract shall be subject to submission of a satisfactory Performance Security where applicable and  any other conditions specified in the Contract.  


	[bookmark: _Toc339451755][bookmark: _Toc339451910]43.	Debriefing

	[bookmark: _Toc339451756]Where a bidder requests information on the reasons for the success or failure of their bid, the Procuring and Disposing Entity shall promptly give the bidder a written debrief after the signing of the contract. 

	[bookmark: _Toc438438868][bookmark: _Toc438532662][bookmark: _Toc438734012][bookmark: _Toc438907048][bookmark: _Toc438907247][bookmark: _Toc31283202][bookmark: _Toc339451757][bookmark: _Toc339451911]44.	Performance Security

	44.1	Within twenty-one (21) days of signing of the contract, the successful Bidder shall where applicable, furnish to the Procuring and Disposing Entity a Performance Security in the amount stipulated in the SCC and in the form of on demand Bank Guarantee as stipulated in Section 9, denominated in the type and proportions of currencies of the Contract. The performance security shall be issued by a Bank located in Uganda or a foreign Bank through correspondence with a Bank located in Uganda. On demand insurance bonds with proof of re-insurance, in the format included in Section 9 (contract forms) can be accepted.

	[bookmark: _Toc42236675][bookmark: _Toc309996782][bookmark: _Toc342485387][bookmark: _Toc342561098]45. 	Advance Payment and Security
 45.1	If so stated in the BDS, the Employer will provide an Advance Payment on the Contract Price, subject to a maximum amount, as stated in the BDS. This Payment shall be in the same currencies and proportions as the Contract Payment and shall be made in accordance with the GCC. The performance security shall be issued by a Bank located in Uganda or a foreign Bank through correspondence with a Bank located in Uganda. On demand insurance bonds with proof of re-insurance, in the format included in Section 9 (contract forms) can be accepted.

	[bookmark: _Toc339451758][bookmark: _Toc339451912]46.	Administrative Review

	Bidders may seek an Administrative Review by the Accounting Officer in accordance with the Public Procurement and Disposal of Assets Act, 2003 if they are aggrieved with the decision of the Procuring and Disposing Entity.
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Supply & Installation of Internal Segmentation Firewall: DPF/SUPLS/2023-24/0015
[bookmark: _Toc381536441]Section 2: Bid Data Sheet
	Instructions to Bidders Reference
	Data relevant to the ITB

	A.  General

	ITB 1.1
	The Procuring and Disposing Entity is: Deposit Protection Fund of Uganda.

	ITB 1.1
	The subject of procurement is: Supply and Installation of an Internal Segmentation Firewall

	ITB 1.1
	The Procurement Reference Number of the Bidding Document is: DPF/SUPLS/2023-24/0015.

	ITB 1.1
	The number and identification of Lots comprising this Bidding Document is: Not Applicable.

	ITB 5.5
	The Bidder shall be required to include with its Bid, proof of authorisation and certification from the Manufacturer of the selected firewall brand, that the bidder is duly authorised to supply and support the system, in Uganda, by submitting the Manufacturer’s Authorisation Form in Section 4 Bidding Forms.

	B.  Bidding Document

	ITB 7
	For clarification purposes only, the Procuring and Disposing Entity’s address is:
Attention: 	
[bookmark: _Hlk105406082]Attention: Head Procurement and Disposal Unit	
Street Address: Plot 7, Lourdel Road, Nakasero	
Floor Number: 3, AHA Towers	
City: Kampala	
P.O. Box: 37228	
Country: Uganda	
Email: procurement@dpf.or.ug 	

	ITB 7
	The Procuring and Disposing Entity will respond to any request for clarification provided that such request is received no later than five (5) Days from the date of submission deadline.

	C.  Preparation of Bids

	ITB 10.1
	The medium of communication shall be in writing.

	ITB 10.2
	The language for the bid is English.

	ITB 11 (h)
		The Bidder shall submit with its bid the following additional documents: 
i. A copy of the Certificate of Incorporation or Registration.
ii. A copy of a Trading License for 2023.
iii. A copy of an Income Tax Clearance Certificate covering the period until June 30, 2023.
iv. A copy of an NSSF Clearance Certificate covering the period until June 30, 2023.
v. A copy of a Registered /Notarized Power of Attorney that authorizes bidders to sign documents on behalf of the company. 
vi. Reference/recommendation letters from at least three (3) clients where they have implemented Cyber Security and maintenance of IT equipment in an environment like that of the Fund in the same magnitude and complexity of work.
vii. At least one Contract or Purchase Order evidencing engagement with each of the organisations in vi. above (i.e. a total of at least one (1) contract or Purchase Order executed over the period 2019 to-date.
viii. Bidders are required to include a physical address/location of their business premises in the bids.
ix. Proof of being a National Provider; bidders are required to provide the following:
	National Providers
	a copy of return of allotment of shares from URSB and copies of National Identity cards or passports for majority shareholders

	Resident Providers
	Trading Licenses for the years 2022 & 2023 


x. The Bid Security shall be valid until and including May 30, 2024.
xi. The requirements listed in the Statement of Requirements, which will be the basis for technical evaluation.
xii. Audited Books of Account for the period 2020, 2021 & 2022.
xiii. Manufacturer’s Authorisation as detailed under ITB 5.5.
xiv. Documentary evidence that at least thirty percent (30%) of the labour, raw materials and components of the goods originate in Uganda and that the production facility in which the goods are to be assembled or processed is engaged in the manufacturing, assembling or processing of the goods at the time of submission of the bid for bidders claiming eligibility for a Margin of Preference.




	ITB 13.1
	Alternative Bids shall not be permitted.

	ITB 14.5
	The Incoterms edition is 2020	

	ITB 14.6(a)(i)
	For Supplies, the Bidder shall quote prices using the following Incoterms: Delivered Duty Paid (DDP), Deposit Protection Fund offices.

	ITB 14.7
	The prices quoted by the Bidder shall be fixed for the entire Contract period.	

	ITB 15.1(a) 
	For Supplies and Related Services originating in Uganda the currency of the bid shall be Uganda Shillings.

	ITB 15.1(b)
	For Supplies and Related Services originating outside of Uganda the currency of the bid shall be Uganda Shillings.

	ITB 18.3
	Bidders shall not provide a representative sample of the Supplies as detailed in Section 6 Statement of Requirements.
Bidders shall not provide a demonstration of the use of the supplies during the evaluation process.

	ITB 20.1
	Bids shall be valid until and including April 19, 2024.

	ITB 21.1
	A Bid Security shall be required.

	ITB 21.2
	The amount and currency of the Bid Security shall be UGX 3,500,000.
The bid security shall be in form of a Bank Guarantee issued by a reputable financial institution.

	ITB 21.3
	The Bid Security shall be valid until and including May 30, 2024.

	ITB 22.1
	In addition to the original of the Bid, the number of copies required is: one (1).

	D. Submission and Opening of Bids

	ITB 24.1
	For bid submission purposes only, the Procuring and Disposing Entity’s address is :
Attention: Head Procurement and Disposal Unit	
Street Address: Plot 7, Lourdel Road, Nakasero	
Floor Number: 6, AHA Towers	
City: Kampala	
P.O. Box: 37228	
Country: Uganda	

The deadline for bid submission is:
Date: October 20, 2023                                               Time (local time): 11:00 a.m.

	ITB 27.1
	The bid opening shall take place at:
Deposit Protection Fund of Uganda Office premises	
Street Address: Plot 7, Lourdel Road, Nakasero	
Floor Number: 6, AHA Towers	
City: Kampala	
P.O. Box: 37228	
Country: Uganda	
Date: October 20, 2023                                               Time (local time): 11:30 a.m.

	E.  Evaluation of Bids

	ITB 34
	The currency that shall be used for financial comparison purposes to convert all bid prices expressed in various currencies into a single currency is: Uganda Shillings.
The source of exchange rate shall be: Bank of Uganda.
The date for the exchange rate shall be: the date of submission deadline.

	ITB 35.1
	A margin of preference shall apply. 

	ITB 35.3
	Bidders claiming eligibility for a Margin of Preference must provide documentary evidence that at least thirty percent (30%) of the labour, raw materials and components of the goods originate in Uganda and that the production facility in which the goods are to be assembled or processed is engaged in the manufacturing, assembling or processing of the goods at the time of submission of the bid

	F.  Award of Contract

	ITB 41.1
	The maximum percentage by which quantities may be increased is: Not Applicable. 	
The maximum percentage by which quantities may be decreased is: Not Applicable. 	
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	[bookmark: _Toc438530847][bookmark: _Toc438532555][bookmark: _Toc438532557][bookmark: _Toc438532558][bookmark: _Toc438532561][bookmark: _Toc438532562][bookmark: _Toc438532563][bookmark: _Toc438532564][bookmark: _Toc438532565][bookmark: _Toc438532566][bookmark: _Toc438532567][bookmark: _Toc438532569][bookmark: _Toc438532570][bookmark: _Toc438532571][bookmark: _Toc438532572][bookmark: _Toc438532581][bookmark: _Toc438532582][bookmark: _Toc438532584][bookmark: _Toc438532585][bookmark: _Toc438532586][bookmark: _Toc438532589][bookmark: _Toc438532590][bookmark: _Toc438532591][bookmark: _Toc438532592][bookmark: _Toc438532594][bookmark: _Toc438532595][bookmark: _Toc438532596][bookmark: _Toc438532601][bookmark: _Toc438532602][bookmark: _Toc438532606][bookmark: _Toc438532607][bookmark: _Toc438532608][bookmark: _Toc438532609][bookmark: _Toc438532610][bookmark: _Toc438532611][bookmark: _Toc438532615][bookmark: _Toc438532616][bookmark: _Toc438532617][bookmark: _Toc438532621][bookmark: _Toc438532622][bookmark: _Toc438532624][bookmark: _Toc438532625][bookmark: _Toc438532626][bookmark: _Toc438532627][bookmark: _Toc438532628][bookmark: _Toc438532633][bookmark: _Toc438532634][bookmark: _Toc438532635][bookmark: _Toc438532637][bookmark: _Toc438532638][bookmark: _Toc438532639][bookmark: _Toc438532640][bookmark: _Toc438532641][bookmark: _Toc438532643][bookmark: _Toc438532644][bookmark: _Toc438532649][bookmark: _Toc438532650][bookmark: _Toc438532651][bookmark: _Toc438532652][bookmark: _Toc438532653][bookmark: _Toc438266925][bookmark: _Toc438267899][bookmark: _Toc438366666][bookmark: _Toc438954444][bookmark: _Toc381536442]Section 3: Evaluation Methodology and Criteria

	Procurement Reference Number: DPF/SUPLS/2023-24/0015

	A	Evaluation Methodology

	1.	Methodology Used

		The evaluation methodology to be used for the evaluation of bids received shall be the Technical Compliance Selection (TCS) methodology.

	2. 	Summary of Methodology

	2.1	The Technical Compliance Selection methodology recommends the lowest priced bid, which is eligible, compliant and substantially responsive to the technical and commercial requirements of the Bidding Document, provided that the Bidder is determined to be qualified to perform the contract satisfactorily. 
2.2	The evaluation shall be conducted in three sequential stages –
(a) a preliminary examination to determine the eligibility of bidders and the administrative compliance of bids received;
(b) a detailed evaluation to determine the commercial and technical responsiveness of the eligible and compliant bids; and
(c) a financial comparison to compare costs of the eligible, compliant, responsive bids received and determine the best evaluated bid. 
2.3	Failure of a bid at any stage of the evaluation shall prevent further consideration at the next stage of evaluation.  Substantial responsiveness shall be considered a pass.

	B	Preliminary Examination Criteria

	3.	Eligibility Criteria
	

	3.1	The eligibility requirements shall be determined for:-
(a)	Eligible Bidders in accordance with ITB Clause 4; and
(b)	Eligible Supplies and Related Services in accordance with ITB Clause 5.

	3.2	  The documentation required to provide evidence of eligibility shall be:- 
(a)	a certificate of registration issued by the Authority for bidders currently registered with the Authority or a copy of the Bidder’s Trading License for 2023 or equivalent and a copy of the Bidder’s Certificate of Registration or equivalent for bidders not currently registered with the Authority;
 (b)	a statement in the Bid Submission Sheet that the bidder meets the eligibility criteria stated in ITB 4.1;
(c)	a declaration in the Bid Submission Sheet of nationality of the Bidder;
(d)	a declaration in the Bid Submission Sheet that the Bidder is not under suspension by the Authority; 
(e)	fulfilment of obligations to pay taxes and social security contributions in Uganda where applicable.

	3.3	A Power of Attorney which if signed in Uganda shall be registered; or if signed outside Uganda shall be notarized authorising signature of the bid on behalf of the Bidder.
3.4	For a Joint Venture, the documentation in Section 3.2 shall be required for each member of the Joint Venture and the following additional documentation shall be required:
(a) a certified copy of the Joint Venture Agreement or letter of intent to enter into such an agreement, which is legally binding on all partners, showing that:
(i)	all partners shall be jointly and severally liable for the execution of the Contract in accordance with the Contract terms;
(ii)	one of the partners will be nominated as being in charge, and receive instructions for and on behalf of any and all partners of the joint venture; and
(iii)	the execution of the entire Contract, including payment, shall be done exclusively with the partner in charge.
(b)	a Power of Attorney from each member of the JV nominating a 	Representative in the JV and a Power of Attorney from the JV 	nominating a representative who shall have the authority to conduct all business for and on behalf of any and all the parties of the JV during the bidding process and, in the event the JV is awarded the Contract, during contract execution.
4.	Administrative Compliance Criteria
	

		The evaluation of Administrative Compliance shall be conducted in accordance with ITB Sub-Clauses 32.3 and 32.4. 

	C	Detailed Evaluation Criteria

	5.	Commercial Criteria
	

		The commercial responsiveness of bids shall be evaluated in accordance with ITB Clause 33.  The criteria shall be:  
(a)	acceptance of the conditions of the proposed contract;
(b)	inclusion of all cost components required such as installation, training, inspection or proving, commissioning, in addition to the price of the supplies;
(c)	acceptable delivery schedule.


	6.	Technical Criteria
	

	6.1	Technical responsiveness shall be evaluated in accordance with ITB Clause 33.3. 
6.2	The Statement of Requirements details the minimum technical requirements.  Responsiveness is determined by comparison of the specification offered to the specification required in Section 6 and the evaluation is conducted on a pass/fail basis.  Substantial responsiveness shall be considered a pass.


	D	Financial Comparison Criteria

	7.	Costs to be included in Bid Price
	

		The financial comparison shall be conducted in accordance with ITB Clause 36. The costs to be included in the bid price bid are:
a) the unit and total delivered price based on the delivery terms requested and the quantity specified in Section 6;
b) price for maintenance and support services;
c) price for quarterly preventive maintenance services;
d) all applicable licenses for software and hardware equipment;
e) cost of training; of two (2) IT Admin staff; and
f) taxes, duties and levies.

	8.	Non-cost Factors to be included in Evaluated Price
	

		The non-cost factors to be included in the evaluated price are:
(a) Adjustment for deviations in the schedule of payment, if applicable.
(b) Adjustment for deviations in the delivery schedule, if applicable.

	9.            Margin of Preference shall apply
	

	9.1	If the BDS specifies a margin of preference to goods manufactured in Uganda for the purpose of bid comparison, the following procedures will apply:

	(a) The Procuring and Disposing Entity will first review the bids to confirm the appropriateness of the classification, and to identify the bid group classification of each based upon bidders’ declaration of origin.

	(b) All evaluated bids in each group will then be compared to determine the lowest evaluated bid of each group.  If, as a result of the preceding comparison, the lowest evaluated bid is from Group B it will be further compared with the lowest evaluated bid from Group A, after adding to the evaluated bid price of goods offered in the bid for Group B, for the purpose of further comparison only an amount equal to fifteen percent (15%) of the ex-factory/ex-warehouse bid price. The lowest-evaluated bid determined from this last comparison shall be selected for the award.

	           For purpose of granting a margin of domestic preference, bids will be classified in one of two groups, as follows:
(a)	Group A: Goods manufactured in Uganda, for which (i) labour, raw materials, and components from within Uganda account for more than thirty (30) percent of the EXW price; and (ii) the production facility in which they will be produced or manufactured is in Uganda on the date of bid submission.
(b)	Group B: Goods of foreign origin already imported or to be imported by the Purchaser directly or through the Supplier’s local agent.

	              Bidders claiming eligibility for a Margin of Preference must provide documentary evidence that at least thirty percent (30%) of the labour, raw materials and components of the goods originate in Uganda and that the production facility in which the goods are to be assembled or processed is engaged in the manufacturing, assembling or processing of the goods at the time of submission of the bid.              

	10.1	The bid with the lowest evaluated price, from among those which are eligible, compliant and substantially responsive shall be the best evaluated bid. If this Bidding Document includes more than one Lot, the best evaluated bid shall be determined separately for each Lot. 

	10.2	Notwithstanding paragraph 10.1, if this Bidding Document allows Bidders to quote different prices for single L bots and for the award to a single Bidder of multiple Lots, the Procuring and Disposing Entity shall conduct a further financial comparison to apply any conditional discounts. The bid or bids offering the lowest priced combination of all the Lots shall be the best evaluated bid or bids. 


	
E	Post-qualification

	The Fund shall undertake a post qualification on the Best Evaluated Bidder to confirm whether the best evaluated bidder has the capacity and financial resources to execute the procurement. 

The Fund shall also conduct a due diligence to confirm that the bidder has performed the previous assignments submitted.
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[This Bid Submission Sheet should be on the letterhead of the Bidder and should be signed by a person with the proper authority to sign documents that are binding on the Bidder]
	[bookmark: _Toc438954025][bookmark: _Toc120787056]Bid Submission Sheet


Date: [insert date (as day, month and year) of bid submission]
Procurement Reference No: [insert Procurement Reference number]
To:  [insert complete name of Procuring and Disposing Entity]
We, the undersigned, declare that: 
(a) We have examined and have no reservations to the Bidding Document, including Addenda No.: [insert the number and issue date of each Addenda]; 
(b) We offer to supply in conformity with the Bidding Document and in accordance with the delivery schedule specified in the Statement of Requirements the following Supplies and Related Services [insert a brief description of the Supplies and Related Services. Amend wording and attach relevant details if an alternative delivery schedule is proposed]; 
(c) The total price of our Bid, excluding any discounts offered in item (d) below, is: [insert the total bid price in words and figures, indicating the various amounts and the respective currencies];
(d) The discounts offered and the methodologies for their application are:
Unconditional discounts.  If our bid is accepted, the following discounts shall apply.  [Specify in detail each discount offered (eg amount/percentage) and the specific item of the Statement of Requirements to which it applies.] 
Methodology of application of the unconditional discounts. The discounts shall be applied using the following method: [Specify precisely the method that shall be used to apply the discounts];
Conditional discounts.  If our bids for more than one lot are accepted, the following discounts shall apply.  [Specify precisely each discount offered (eg amount/percentage) and the conditions of the discount.] 
Methodology of application of the conditional discounts. The discounts shall be applied using the following method: [Specify in detail the method that shall be used to apply the discounts];
(e) Our bid shall be valid until and including April 20, 2024 as specified in ITB Sub-Clause 20.1 and it shall remain binding upon us and may be accepted at any time before that date;
(f) We, including any subcontractors or providers for any part of the contract resulting from this procurement process, are eligible to participate in public procurement in accordance with ITB Clause 4.1
(g) We, including any subcontractors or providers for any part of the contract resulting from this procurement process are registered with the Authority. [Bidders who are not registered or whose subcontractors are not registered should amend the statement to reflect their status].
(h) If our bid is accepted, we commit to obtain a Performance Security in accordance with the Bidding Document in the amount of [insert amount and currency in words and figures of the performance security] for the due performance of the Contract;
(i) We, including any subcontractors or Providers for any part of the contract, have nationals from the following eligible countries [insert the nationality of the Bidder, including that of all parties that comprise the Bidder, if the Bidder is a Joint Venture consortium or association, and the nationality of each subcontractor];
(j) We undertake to abide by the Code of Ethical Conduct for Bidders and Providers during the procurement process and the execution of any resulting contract;
(k) We are not participating, as Bidders, in more than one bid in this bidding process, other than alternative bids in accordance with the Bidding Document;
(l) We do not have any conflict of interest and have not participated in the preparation of the original Statement of Requirements for the Procuring and Disposing Entity;
(m) We, our affiliates or subsidiaries, including any subcontractors or Providers for any part of the contract, have not been suspended by the Public Procurement and Disposal of Public Assets Authority in Uganda from participating in public procurement;
(n) The following commissions, gratuities, or fees have been paid or are to be paid with respect to the bidding process or execution of the Contract: [insert complete name of each Recipient, their full address, the reason for which each commission or gratuity was paid and the amount and currency of each such commission or gratuity. If none has been paid or is to be paid, indicate “none.”] 
	Name of Recipient
	Address
	Reason
	Amount & Currency

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	


(o)	We understand that you are not bound to accept the lowest bid or any other bid that you may receive.

Signed: [signature of person whose name and capacity are shown below]
Name: [insert complete name of person signing the bid]	
In the capacity of [insert legal capacity of person signing the bid] 
Duly authorised to sign the bid for and on behalf of: [insert complete name of Bidder]
[bookmark: _Toc438013346]Dated on ____________ day of __________________, _______ [insert date of signing]

CODE OF ETHICAL CONDUCT IN BUSINESS FOR BIDDERS AND PROVIDERS
(Under Section 93 of the Public Procurement and Disposal of Public Assets Act, 2003)

1. Ethical Principles
Bidders and providers shall at all times-
(a) maintain integrity and independence in their professional judgement and conduct;
(b) comply with both the letter and the spirit of-
i. the laws of Uganda; and
ii. any contract awarded. 
(c) avoid associations with businesses and organisations which are in conflict with this code. 
2. Standards
Bidders and providers shall-
(a) strive to provide works, services and supplies of high quality and accept full responsibility for all works, services or supplies provided;
(b) comply with the professional standards of their industry or of any professional body of which they are members.
3. Conflict of Interest
 Bidders and providers shall not accept contracts which would constitute a conflict of interest with, any prior or current contract with any procuring and disposing entity. Bidders and providers shall disclose to all concerned parties those conflicts of interest that cannot reasonably be avoided or escaped.
4. Confidentiality and Accuracy of Information
(1) Information given by bidders and providers in the course of procurement processes or the performance of contracts shall be true, fair and not designed to mislead.
(2) Providers shall respect the confidentiality of information received in the course of performance of a contract and shall not use such information for personal gain.
5. Gifts and Hospitality
Bidders and providers shall not offer gifts or hospitality directly or indirectly, to staff of a procuring and disposing entity that might be viewed by others as having an influence on a government procurement decision.
6. Inducements
(1) Bidders and providers shall not offer or give anything of value to influence the action of a public official in the procurement process or in contract execution.
(2)	Bidders and providers shall not ask a public official to do anything which is inconsistent with the Act, Regulations, Guidelines or the Code of Ethical Conduct in Business.
7. Fraudulent Practices
Bidders and providers shall not-
(a) collude with other businesses and organisations with the intention of depriving a procuring and disposing entity of the benefits of free and open competition;
(b) enter into business arrangements that might prevent the effective operation of fair competition;
(c) engage in deceptive financial practices, such as bribery, double billing or other improper financial practices;
(d) misrepresent facts in order to influence a procurement process or the execution of a contract to the detriment of the Procuring and Disposing Entity; or utter false documents;
(e)  unlawfully obtain information relating to a procurement process in order to influence  the process or execution of a contract to the detriment of the PDE; and 
(f) withholding information from the PDE during contract execution to the detriment of the PDE.


I ................................................ agree to comply with the above code of ethical conduct in business.

---------------------------------------	-------------------------------------------
AUTHORISED SIGNATORY	NAME OF BIDDER/PROVIDER
[This Price Schedule should be signed by a person with the proper authority to sign documents for the Bidder.  It should be included by the Bidder in its bid. The Bidder may reproduce this in landscape format but is responsible for its accurate reproduction].
	[bookmark: _Toc27720056][bookmark: _Toc120787057][bookmark: _Toc438013347]Price Schedule for Supplies and Related Services 

	
	Date: [insert date (as day, month and year) of bid submission]
Procurement Reference No: [insert Procurement Reference number]

	Name of Bidder: 	[Insert the name of the Bidder]



	1
	2
	3
	4
	5
	6
	7
	8
	9

	Item No.
	Supplies or Related Services
	Country of origin
	Percent of Ugandan origin as a % of the ex-factory price [footnoteRef:2] [2:  In accordance with margin of preference ITB Clause 35, if applicable] 

	Quantity (No. of units)
	Unit prices [footnoteRef:3] [3:  In accordance with ITB Clauses 14 and 15] 

	Import Duties, Sales and other taxes per unit 2
	Total  Price

	
	
	
	
	
	Ex-factory
Ex-warehouse
	Delivery and Incidental Costs
	
	

	[insert number of item corresponding to Statement of Requirements]
	[insert brief description name of Supplies or Related Services]
	[insert country of origin of the item]
	[if the margin of preference applies, insert percentage of Ugandan origin for this item and include the name and address of the production facility separately below]
	[insert number of units of this item to be purchased]
	[insert the unit price of this item, in accordance with the Incoterms stated, but excluding all import duties and taxes, paid or payable in Uganda]
	[insert the unit price for delivery in accordance with the delivery terms(Incoterms)but excluding all import duties and taxes, paid or payable in Uganda]
	[insert all import duties, taxes  paid or payable in Uganda on this item]
	[insert the total price for this item, which should equate to columns5x(6+7+8]

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


Signed: [signature of person whose name and capacity are shown below]
Name: [insert complete name of person signing the bid]	
In the capacity of [insert legal capacity of person signing the bid] 
Duly authorised to sign the bid for and on behalf of: [insert complete name of Bidder]

Dated on ____________ day of __________________, _______ [insert date of signing]

[This Bid Security should be on the letterhead of the issuing Financial Institution and should be signed by a person with the proper authority to sign the Bid Security.  It should be included by the Bidder in its bid, if so indicated in the BDS].
	[bookmark: _Toc120787058]
Bid Security


Date: [insert date (as day, month and year) of bid submission]
Procurement Reference No.: [insert Procurement Reference number]
To: [insert complete name of Procuring and Disposing Entity]
Whereas [insert complete name of Bidder] (hereinafter “the Bidder”) has submitted its bid dated [insert date (as day, month and year) of bid submission] for Procurement Reference number [insert Procurement Reference number] for the supply of [insert brief description of the Supplies and Related Services], hereinafter called “the bid .”
KNOW ALL PEOPLE by these presents that WE [insert complete name of institution issuing the Bid Security], of [insert city of domicile and country of nationality] having our registered office at [insert full address of the issuing institution] (hereinafter “the Guarantor”), are bound unto [insert complete name of the Procuring and Disposing Entity] (hereinafter “the Procuring and Disposing Entity”) in the sum of [specify in words and figures the amount and currency of the bid security, for which payment well and truly to be made to the aforementioned Procuring and Disposing Entity, the Guarantor binds itself, its successors or assignees by these presents.  Sealed with the Common Seal of this Guarantor this [insert day in numbers] day of [insert month], [insert year].
THE CONDITIONS of this obligation are the following:
1. If the Bidder withdraws its bid during the period of bid validity specified by the Bidder in the Bid Submission Sheet, except as provided in ITB Sub-Clause 21.2; or
2.	If the Bidder, having been notified of the acceptance of its bid by the Procuring and Disposing Entity, during the period of bid validity, fails or refuses to:
(a)	sign the Contract in accordance with ITB Clause 42; or
(b) furnish the Performance Security, in accordance with the ITB Clause 44; or
(c) accept the correction of its bid by the Procuring Entity, pursuant to ITB Clause 31;
We undertake to pay the Procuring and Disposing Entity up to the above amount upon receipt of its first written demand, without the Procuring and Disposing Entity having to substantiate its demand, provided that in its demand the Procuring and Disposing Entity states that the amount claimed by it is due to it, owing to the occurrence of one or more of the above conditions, specifying the occurred conditions.

This security shall remain in force up to and including May 30, 2024 and any demand in respect thereof should be received by the Guarantor no later than the above date. 
This guarantee is subject to the Uniform Rules for Demand Guarantees, ICC Publication No. 758.
Signed: [insert signature of person whose name and capacity are shown below]
Name: [insert complete name of person signing the Security]	In the capacity of [insert legal capacity of person signing the Security] duly authorised to sign the Security for and on behalf of: [insert complete name of the Financial Institution]	
Dated on ______ day of _____________, _______ [insert date of signing]
Part 1:  Section 4	Bidding Forms


[bookmark: _Toc27720058][This authorisation should be on the letterhead of the Manufacturer and should be signed by a person with the proper authority to sign such an authorisation.  It should be included by the Bidder in its bid, if so indicated in the BDS].
	[bookmark: _Toc120787059]
Manufacturer’s Authorisation


Date: [insert date (as day, month and year) of bid submission]
Procurement Reference No.: [insert Procurement Reference Number]
To:  [insert complete name of Procuring and Disposing Entity]

WHEREAS [insert complete name of Manufacturer], who are official manufacturers of [insert type of supplies manufactured], having factories at [insert full address of Manufacturer], do hereby authorise [insert complete name of Bidder] to submit a bid in relation to the Bidding Document indicated above, the purpose of which is to provide the following Supplies, manufactured by us [insert name or brief description of the Supplies], and to subsequently negotiate and sign the Contract.
We hereby extend our full guarantee and warranty in accordance with Clause 29 of the General Conditions of Contract, with respect to the Supplies offered by the above firm in reply to the Invitation for Bids.


Signed: [signature of person whose name and capacity are shown below]
Name: [insert complete name of person signing the Manufacturer’s Authorisation]	
In the capacity of [insert legal capacity of person signing the Manufacturer’s Authorisation] 

Duly authorised to sign the Manufacturer’s Authorisation for and on behalf of: [insert complete name of Manufacturer]

Dated on ____________ day of __________________, _______ [insert date of signing]


[bookmark: _Toc309308735][bookmark: _Toc381536444]Section 5: Eligible Countries 

Procurement Reference Number: DPF/SUPLS/2023-24/0015

All countries are eligible except countries subject to the following provisions.
A country shall not be eligible if:  
(a)	as a matter of law or official regulation, the Government of Uganda prohibits commercial relations with that country, provided that the Government of Uganda is satisfied that such exclusion does not preclude effective competition for the provision of supplies or related services required; or 
(b)	by an act of compliance with a decision of the United Nations Security Council taken under Chapter VII of the Charter of the United Nations, the Government of Uganda prohibits any import of Supplies from that country or any payments to persons or entities in that country.



Part 1:  Section 5	Eligible Countries


[bookmark: _Toc438529602][bookmark: _Toc438725758][bookmark: _Toc438817753][bookmark: _Toc438954447][bookmark: _Toc461939622][bookmark: _Toc381536445]PART 2 - Statement of Requirements

[bookmark: _Toc381536446]Section 6: Statement of Requirements
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[bookmark: _Toc422725298][bookmark: _Toc427641274][bookmark: _Toc438907057][bookmark: _Toc438907256][bookmark: _Toc381535512]
1.	List of Supplies and Related Services
Procurement Reference Number: DPF/SUPLS/2023-24/0015
INTRODUCTION
The Deposit Protection Fund has implemented a Next Generation Firewall security solution to protect its perimeter network. The firewall monitors the Fund’s network perimeter and prevents unauthorized access from the outside. While this provides a robust line of defence, the Fund observes the need to monitor and secure the Fund’s mission critical systems against threats emanating within its internal network.
[bookmark: _Hlk137453996]There’s a need to implement an Internal Segmentation Firewall (ISFW) to monitor and secure the Fund’s mission critical systems from unauthorised access and against threats emanating within its internal network.
[bookmark: _Toc296701448][bookmark: _Toc110233925]Disclaimers
The following must be clearly understood when reading the rest of this document:
1. This document by itself must in no way to be interpreted as a contract (implicit, explicit, or implied), nor does it imply any form of agreement with a prospective Vendor.
2. The Fund may choose to purchase all, or only some of the products and services described as minimum or mandatory in this document; and
3. The Fund reserves the right to incorporate responses to this document, or any other written correspondence concerning this document, into negotiations, legal contracts, and other communications with any other Vendor.
[bookmark: _Toc110233926]Technical Specification Format
The specifications presented in this document are organized in the form of tables as below:
	REFERENCE
	SPECIFICATION
	NOTES

	IFW-REQ-nnn
	{Text describing the specification}

	{One or more clarifying notes}



Where:
1. IFW-REQ-nnn is a label which fully uniquely identifies a given specification; and
2. nnn is a positive integer (with leading zeros).
[bookmark: _Toc110233928]SCOPE OF WORK
Reporting to the Director IT Department, the selected Vendor shall provide a firewall solution that will meet the following minimum requirements.
[bookmark: _Toc460922723][bookmark: _Toc525834580][bookmark: _Toc526948632][bookmark: _Toc82880918]MINIMUM REQUIREMENTS
0. [bookmark: _Toc460922724][bookmark: _Toc526948633][bookmark: _Toc82880919]General Requirements
[bookmark: _Toc78747273][bookmark: _Toc78749247][bookmark: _Toc78749711][bookmark: _Toc78750013][bookmark: _Toc78747278][bookmark: _Toc78749252][bookmark: _Toc78749716][bookmark: _Toc78750018][bookmark: _Toc78747282][bookmark: _Toc78749256][bookmark: _Toc78749720][bookmark: _Toc78750022][bookmark: _Toc78747313][bookmark: _Toc78749287][bookmark: _Toc78749751][bookmark: _Toc78750053][bookmark: _Toc78747317][bookmark: _Toc78749291][bookmark: _Toc78749755][bookmark: _Toc78750057][bookmark: _Toc78747321][bookmark: _Toc78749295][bookmark: _Toc78749759][bookmark: _Toc78750061][bookmark: _Toc78747325][bookmark: _Toc78749299][bookmark: _Toc78749763][bookmark: _Toc78750065][bookmark: _Toc78747329][bookmark: _Toc78749303][bookmark: _Toc78749767][bookmark: _Toc78750069][bookmark: _Toc78747333][bookmark: _Toc78749307][bookmark: _Toc78749771][bookmark: _Toc78750073][bookmark: _Toc78747337][bookmark: _Toc78749311][bookmark: _Toc78749775][bookmark: _Toc78750077][bookmark: _Toc78747341][bookmark: _Toc78749315][bookmark: _Toc78749779][bookmark: _Toc78750081]Table 1: General Requirements
	Reference ID
	Requirement
	Notes

	IFW-REQ-1 
	The proposed firewall solution shall be a network segmentation firewall ranked high under the Gartner Leaders quadrant for Enterprise Firewall from past 3 years. 
	

	IFW-REQ-2 
	The proposed solution should not be proprietary ASIC based in nature and should be open architecture based on multi-core CPUs to protect and scale against dynamic latest security threats.
	

	IFW-REQ-3 
	The Vendor shall supply a firewall solution that comprises of hardware, software, services, and licenses which meet the stated requirements in this requirements document.
	

	IFW-REQ-4 
	The Vendor shall supply, install, and configure the firewall with capabilities to offer advanced networking capabilities functionalities that seamlessly integrate with advanced layer 7 security and Virtualization (i.e., Virtual Systems / Virtual Domains) to offer extensive deployment flexibility, multi-tenancy, and effective utilization of resources.
	

	IFW-REQ-5 
	The proposed solution must support identification and control of all types of applications (Business, Social, Encrypted and Custom) within the Network environment. It should provide detailed analysis on sessions consumed, data transferred, and threats involved through the applications.
	

	IFW-REQ-6 
	The proposed solution should secure the allowed traffic by natively blocking known threats such as virus, malware, spyware, and protocol exploits in an automated fashion.
	

	IFW-REQ-7 
	The proposed solution should have capabilities of Active Directory Integration.
	

	IFW-REQ-8 
	The Vendor shall supply, install, and configure a firewall to automatically perform behavioural analysis to detect devices, recommend security and user-based application policies.
	

	IFW-REQ-9 
	The Vendor shall supply, install, and configure a firewall solution that offers functionality to prevent and detect against known and unknown attacks using continuous threat intelligence.
	

	IFW-REQ-10 
	The Vendor shall supply, install, and configure a firewall that provides IP, URL, and DNS threat intelligence solutions.
	

	IFW-REQ-11 
	The Vendor shall supply, install, and configure a firewall that provides a threat protection security solution with automated threat protection, advanced threat protection and unified security policies designed to provide a strong security posture and real- time threat protection to detect and prevent advanced threats.
	

	IFW-REQ-12 
	The Vendor shall supply, install, and configure a firewall with a network-based segmentation solution to reduce the attack surface and inhibit the ability of an attack to spread laterally within the network, securing any segmentation with automated workflows, adaptive trust, and high-performance threat protection to achieve defence in depth, compliance, and Trusted Application Access.
	

	IFW-REQ-13 
	The Vendor shall supply, install, and configure a firewall solution that offer a multi-layered advanced protection against zero-day malware threats.
	

	IFW-REQ-14 
	The Vendor shall supply, install, and configure a firewall solution that examines network traffic for patterns and flow to detect and prevent vulnerability exploits without causing denial of service.
	

	IFW-REQ-15 
	The Vendor shall supply, install, and configure a firewall solution that offers application whitelisting solution to block or allow traffic based on allowed signatures. This solution shall provide functionality such as:
1. Identify and control evasive app threats.
1. Deliver fast application identification. 
1. Steering for efficient business operations.
	

	IFW-REQ-16 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to allow, block, or monitor applications based on their signature.
	

	IFW-REQ-17 
	The Vendor shall supply, install, and configure a firewall solution that provide security at hyperscale functionality offering unique and unparalleled security to ensure that organisation services are accessible, responsive, and provide an optimal User experience.
	

	IFW-REQ-18 
	The Vendor shall supply, install, and configure a firewall offering solutions that provide full visibility of SSL encrypted traffic. The solution shall have functionalities to:
1. Remove uncontrolled blind spots with SSL inspection of all encrypted flows, including the latest TLS 1.3 standard with mandated ciphers.
1. Provide deep SSL inspection with high performance.
1. Automatically block threats on decrypted traffic.
	

	IFW-REQ-19 
	The Vendor shall supply, install, and configure a firewall solution that will intelligently share threat information across the entire digital attack surface to provide quick and automated protection.
	

	IFW-REQ-20 
	The Vendor shall supply, install, and configure a firewall solution that supports the best data authentication, integrity, and confidentiality standards for transmission of data through public or private networks.
	

	IFW-REQ-21 
	The Vendor shall supply, install, and configure a firewall solution that provides dynamic user groups management for time-bound security decision enforcement.
	

	IFW-REQ-22 
	The Vendor shall supply, install, and configure a firewall with a threat sandboxing solution to prevent threats from getting on the network by inspecting untested or untrusted code.
	

	IFW-REQ-23 
	The Vendor shall supply, install, and configure a firewall solution to identify and analyse thousands of applications inside network traffic for deep inspection and granular policy enforcement.
	

	IFW-REQ-24 
	The Vendor shall supply, install, and configure a firewall solution that supports physical and virtual environments.
	

	IFW-REQ-25 [bookmark: _Toc78750272][bookmark: _Toc78749970][bookmark: _Toc78749506][bookmark: _Toc78747532][bookmark: _Toc78747253][bookmark: _Toc78750268][bookmark: _Toc78749966][bookmark: _Toc78749502][bookmark: _Toc78747528][bookmark: _Toc78747249][bookmark: _Toc78750264][bookmark: _Toc78749962][bookmark: _Toc78749498][bookmark: _Toc78747524][bookmark: _Toc78747245][bookmark: _Toc78750260][bookmark: _Toc78749958][bookmark: _Toc78749494][bookmark: _Toc78747520][bookmark: _Toc78747241][bookmark: _Toc78750256][bookmark: _Toc78749954][bookmark: _Toc78749490][bookmark: _Toc78747516][bookmark: _Toc78747237][bookmark: _Toc78750251][bookmark: _Toc78749949][bookmark: _Toc78749485][bookmark: _Toc78747511][bookmark: _Toc78747232][bookmark: _Toc78750247][bookmark: _Toc78749945][bookmark: _Toc78749481][bookmark: _Toc78747507][bookmark: _Toc78747228][bookmark: _Toc78750243][bookmark: _Toc78749941][bookmark: _Toc78749477][bookmark: _Toc78747503][bookmark: _Toc78747224][bookmark: _Toc78750239][bookmark: _Toc78749937][bookmark: _Toc78749473][bookmark: _Toc78747499][bookmark: _Toc78747220][bookmark: _Toc78750235][bookmark: _Toc78749933][bookmark: _Toc78749469][bookmark: _Toc78747495][bookmark: _Toc78747216][bookmark: _Toc78750231][bookmark: _Toc78749929][bookmark: _Toc78749465][bookmark: _Toc78747491][bookmark: _Toc78747212][bookmark: _Toc78750226][bookmark: _Toc78749924][bookmark: _Toc78749460][bookmark: _Toc78747486][bookmark: _Toc78747207][bookmark: _Toc78750222][bookmark: _Toc78749920][bookmark: _Toc78749456][bookmark: _Toc78747482][bookmark: _Toc78747203][bookmark: _Toc78750218][bookmark: _Toc78749916][bookmark: _Toc78749452][bookmark: _Toc78747478][bookmark: _Toc78747199][bookmark: _Toc78750211][bookmark: _Toc78749909][bookmark: _Toc78749445][bookmark: _Toc78747471][bookmark: _Toc78747192][bookmark: _Toc78750207][bookmark: _Toc78749905][bookmark: _Toc78749441][bookmark: _Toc78747467][bookmark: _Toc78747188][bookmark: _Toc78750203][bookmark: _Toc78749901][bookmark: _Toc78749437][bookmark: _Toc78747463][bookmark: _Toc78747184][bookmark: _Toc78750196][bookmark: _Toc78749894][bookmark: _Toc78749430][bookmark: _Toc78747456][bookmark: _Toc78747177][bookmark: _Toc78750192][bookmark: _Toc78749890][bookmark: _Toc78749426][bookmark: _Toc78747452][bookmark: _Toc78747173][bookmark: _Toc78750185][bookmark: _Toc78749883][bookmark: _Toc78749419][bookmark: _Toc78747445][bookmark: _Toc78747166][bookmark: _Toc78750181][bookmark: _Toc78749879][bookmark: _Toc78749415][bookmark: _Toc78747441][bookmark: _Toc78747162][bookmark: _Toc78750177][bookmark: _Toc78749875][bookmark: _Toc78749411][bookmark: _Toc78747437][bookmark: _Toc78747158][bookmark: _Toc78750173][bookmark: _Toc78749871][bookmark: _Toc78749407][bookmark: _Toc78747433][bookmark: _Toc78747154][bookmark: _Toc78750169][bookmark: _Toc78749867][bookmark: _Toc78749403][bookmark: _Toc78747429][bookmark: _Toc78747150][bookmark: _Toc78750165][bookmark: _Toc78749863][bookmark: _Toc78749399][bookmark: _Toc78747425][bookmark: _Toc78747146][bookmark: _Toc78750161][bookmark: _Toc78749859][bookmark: _Toc78749395][bookmark: _Toc78747421][bookmark: _Toc78747142][bookmark: _Toc78750157][bookmark: _Toc78749855][bookmark: _Toc78749391][bookmark: _Toc78747417][bookmark: _Toc78747138][bookmark: _Toc78750153][bookmark: _Toc78749851][bookmark: _Toc78749387][bookmark: _Toc78747413][bookmark: _Toc78747134][bookmark: _Toc78750149][bookmark: _Toc78749847][bookmark: _Toc78749383][bookmark: _Toc78747409][bookmark: _Toc78747130][bookmark: _Toc78750145][bookmark: _Toc78749843][bookmark: _Toc78749379][bookmark: _Toc78747405][bookmark: _Toc78747126][bookmark: _Toc78750141][bookmark: _Toc78749839][bookmark: _Toc78749375][bookmark: _Toc78747401][bookmark: _Toc78747122][bookmark: _Toc78750137][bookmark: _Toc78749835][bookmark: _Toc78749371][bookmark: _Toc78747397][bookmark: _Toc78747118][bookmark: _Toc78750133][bookmark: _Toc78749831][bookmark: _Toc78749367][bookmark: _Toc78747393][bookmark: _Toc78747114][bookmark: _Toc78750129][bookmark: _Toc78749827][bookmark: _Toc78749363][bookmark: _Toc78747389][bookmark: _Toc78747110][bookmark: _Toc78750125][bookmark: _Toc78749823][bookmark: _Toc78749359][bookmark: _Toc78747385][bookmark: _Toc78747106][bookmark: _Toc78750121][bookmark: _Toc78749819][bookmark: _Toc78749355][bookmark: _Toc78747381][bookmark: _Toc78747102][bookmark: _Toc78750117][bookmark: _Toc78749815][bookmark: _Toc78749351][bookmark: _Toc78747377][bookmark: _Toc78747098][bookmark: _Toc78750113][bookmark: _Toc78749811][bookmark: _Toc78749347][bookmark: _Toc78747373][bookmark: _Toc78747094][bookmark: _Toc78750103][bookmark: _Toc78749801][bookmark: _Toc78749337][bookmark: _Toc78747363][bookmark: _Toc78747084][bookmark: _Toc78750099][bookmark: _Toc78749797][bookmark: _Toc78749333][bookmark: _Toc78747359][bookmark: _Toc78747080][bookmark: _Toc78750095][bookmark: _Toc78749793][bookmark: _Toc78749329][bookmark: _Toc78747355][bookmark: _Toc78747076][bookmark: _Toc78750091][bookmark: _Toc78749789][bookmark: _Toc78749325][bookmark: _Toc78747351][bookmark: _Toc78747072][bookmark: _Toc78750086][bookmark: _Toc78749784][bookmark: _Toc78749320][bookmark: _Toc78747346][bookmark: _Toc78747067]
	The Vendor shall supply, install, and configure a firewall solution that supports HTTP/2 to HTTP 1.1 translation.
	

	IFW-REQ-26 
	The Vendor shall supply, install, and configure a firewall solution that supports seamless PKI integration.
	

	IFW-REQ-27 
	The Vendor shall supply, install, and configure a firewall solution that supports scanning for ActiveSync and OWA applications.
	

	IFW-REQ-28 
	The Vendor shall supply, install, and configure a firewall solution that supports setup wizards for common applications and databases.
	

	IFW-REQ-29 
	The Vendor shall supply, install, and configure a firewall solution that supports preconfigured for common Microsoft applications; Exchange, SharePoint, OWA.
	

	IFW-REQ-30 
	The Vendor shall supply, install, and configure a firewall solution that supports predefined security policies for Drupal and WordPress applications.
	

	IFW-REQ-31 
	The Vendor shall supply, install, and configure a firewall solution that has Web Sockets support.
	

	IFW-REQ-32 
	The Vendor shall supply, install, and configure a firewall solution that supports active and passive authentication.
	

	IFW-REQ-33 
	The Vendor shall supply, install, and configure a firewall solution that has SSL client certificate support.
	

	IFW-REQ-34 
	The Vendor shall supply, install, and configure the firewall with capabilities to support Web UI (HTTP/HTTPS) and CLI (Telnet / SSH) based Management.
	

	IFW-REQ-35 
	The Vendor shall supply, install, and configure the firewall with capabilities to define remote access to the Firewall on any interface and restrict the same to a specific IP/Subnet (i.e., Trusted Hosts for Management).
	

	IFW-REQ-36 
	The Vendor shall supply, install, and configure the firewall with capabilities to support SNMPv2c and SNMPv3 (for sending alerts to NMS in case of threats and system failures).
	

	IFW-REQ-37 
	The Vendor shall supply, install, and configure the firewall with capabilities to generate automatic notification of events via mails/syslog.
	

	IFW-REQ-38 
	The Vendor shall supply, install, and configure the firewall with capabilities to send alerts to multiple email recipients.
	

	IFW-REQ-39 
	The Vendor shall supply, install, and configure the firewall with capabilities to support simultaneous login of Multiple Administrators.
	

	IFW-REQ-40 
	The Vendor shall supply, install, and configure the firewall with capabilities to customize the dashboard (e.g.: by selecting suitable Widgets).
	

	IFW-REQ-41 
	The Vendor shall supply, install, and configure the firewall with capabilities to support for exporting the firewall rules set and configuration to a text file via Web or TFTP.
	

	IFW-REQ-42 
	The Vendor shall supply, install, and configure the firewall with capabilities of supporting Image upgrade via FTP, TFTP and WebUI.
	

	IFW-REQ-43 
	The Vendor shall supply, install, and configure the firewall with capabilities to support system software rollback to the previous version after upgrade.
	

	IFW-REQ-44 
	The Vendor shall supply, install, and configure a firewall solution that supports Windows, Mac OS, iOS, Android OS's & Google Chromebook and 
Chrome browser.
	

	IFW-REQ-45 
	The Vendor shall supply, install, and configure a firewall solution that offers protection for all networked devices, even on endpoints that cannot run an antivirus covering the entire connected landscape with visibility into users, devices, files, applications, etc.
	

	IFW-REQ-46 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to view installed application information for all managed endpoints for visibility on installed applications in the organization. The list shall include details for each application such as Vendor and version information
	

	IFW-REQ-47 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to quarantine file information to the Central Server, view quarantined file information for all managed endpoints and allow list / blacklist files. 
	

	IFW-REQ-48 
	 The Vendor shall supply, install, and configure a firewall solution that supports dynamic network access with endpoint tagging.
	

	IFW-REQ-49 [bookmark: _Toc82880921]
	The Vendor shall implement zero trust across the Fund’s network.
	

	IFW-REQ-50 
	The Vendor shall implement segmentation of the Fund’s network based on the need to access. This shall be based on the following:
1. Need to access a network service.
2. Need to access a network section / subnet.
3. Need to access a network system / application.
	

	IFW-REQ-51 
	The Vendor shall configure the Fund’s access into zones based on the user access rights.
	

	IFW-REQ-52 
	The Vendor shall carryout a pre-implementation assessment and come up with proposed network segmentation. This shall include the physical and logical topology.
	

	IFW-REQ-53 
	The Vendor shall supply, install, and configure a firewall solution that supports the has the following Interfaces:
1. 1 x USB Port 
2. 1 x Console Port 
3. 2 x GE RJ45 MGMT/HA Ports 
4. 16 x GE RJ45 Ports 
5. 4 x 1GE/10GE SFP+ Slots 
6. 4 x 10GE SFP+ Ultra Low Latency Slots 
7. 8x 1GE SFP Slots
8. Onboard Storage 800 GB SSD 
9. Trusted Platform Module (TPM) that hardens physical networking appliances by generating, storing, and authenticating cryptographic keys.
	

	IFW-REQ-54 
	The Vendor shall supply and install a firewall solution that offers the following web Security:
1. Advanced cloud-delivered URL, 
2. DNS (Domain Name System),
3. Video Filtering.
	

	IFW-REQ-55 
	The Vendor shall supply and install a firewall solution that offers advanced content security.
	

	IFW-REQ-56 
	The Vendor shall supply and install a firewall solution that offers optimisable capabilities to monitor and protect IT, IIoT, and OT (Operational Technology) devices against vulnerability and device-based attack tactics.
	

	IFW-REQ-57 
	The Vendor shall supply and install a firewall solution that offers the following segmentation capabilities:
1. Dynamic segmentation that delivers true end-to-end security—from the branch to the datacentre and across multi-cloud environments
2. Ultra-scalable, low latency, VXLAN segmentation bridges physical and virtual domains with Layer 4 firewall rules
	

	IFW-REQ-58 
	The Vendor shall supply and install a firewall solution that offers capabilities to prevent lateral movement across the network to prevent known, zero-day, and unknown attacks.
	

	IFW-REQ-59 
	The Vendor shall supply and install a firewall solution that offers the following system performance capabilities:
1. IPS Throughput 12 Gbps 
2. NGFW Throughput 10 Gbps 
3. Threat Protection Throughput 9 Gbps
	

	IFW-REQ-60 
	The Vendor shall supply, install, and configure a firewall solution that supports the following performance features:
1. IPv4 Firewall Throughput 10 Gbps 
2. IPv6 Firewall Throughput 10 Gbps 
3. Firewall Latency at least 4 μs.
4. Firewall Throughput (Packet per Second) 105 Mpps 
5. Concurrent Sessions (TCP) 7.8 million 
6. New Sessions/Second (TCP) 500 000 Firewall Policies 10 000 
7. IPsec VPN Throughput 55 Gbps 
8. Gateway-to-Gateway IPsec VPN Tunnels 2000 
9. Client-to-Gateway IPsec VPN Tunnels 50 000 
10. SSL-VPN Throughput 3.6 Gbps 
11. Concurrent SSL-VPN Users - 200 
12. SSL Inspection Throughput (IPS, avg. HTTPS) 8 Gbps 
13. SSL Inspection CPS (IPS, avg. HTTPS) 6000 
14. SSL Inspection Concurrent Session (IPS, avg. HTTPS) 800 000 
15. Application Control Throughput (HTTP 64K) 28 Gbps 
16. CAPWAP Throughput (HTTP 64K) 65 Gbps 
17. High Availability Configurations Active-Active, Active-Passive, Clustering
18. RAM 16 GB
	

	IFW-REQ-61 
	The Vendor shall supply, install, and configure a firewall with a minimum of 10 virtual firewall licenses.
	

	IFW-REQ-62 
	The Vendor shall supply, install, and configure a firewall that support dual hot swappable power supplies to offer power supply redundancy.
	

	IFW-REQ-63 
	The Vendor shall supply, install, and configure a firewall solution that is rack mountable.
	

	IFW-REQ-64 
	The Vendor shall supply, install, and configure a firewall solution that supports input AC Voltage 100–240V, Frequency 50 to 60 Hz.
	

	IFW-REQ-65 
	The Vendor shall supply and install a firewall appliance with the following Operating Environment and Certifications:
1. Operating Temperature 32°–104°F (0°–40°C)
2. Storage Temperature -31°–158°F (-35°–70°C)
3. Humidity 5%–90% non-condensing
4. Airflow Side and Front to Back
5. Operating Altitude Up to 10 000 ft (1524 m)
	


Table 2: Firewall Performance and Availability Requirements
	Reference ID
	Requirement
	Notes

	IFW-REQ-66 
	The Vendor shall supply, install, and configure a firewall that supports traffic prioritization and queuing for superior network performance.
	

	IFW-REQ-67 
	The Vendor shall supply, install, and configure a firewall that supports accelerated security inspections and encryption/decryption offloading.
	

	IFW-REQ-68 
	The Vendor shall supply, install, and configure a firewall solution that offers enhanced user experience with dynamic web and video caching.
	


[bookmark: _Toc82880922]Table 3: System Administration and Management Console Requirements
	Reference ID
	Requirement
	Notes

	IFW-REQ-69 
	The Vendor shall supply, install, and configure a firewall solution with a management console that is effective, simple to use, and provides comprehensive network automation and visibility.
	

	IFW-REQ-70 
	The Vendor shall supply, install, and configure the firewall solution with capabilities to provide event logs, audit trail reports and user access permission reports by the following formats:
1. Dashboard reporting on Administrator Console.
1. Published reports in Adobe Acrobat PDF format.
1. Exported reports in the Microsoft Excel format.
	

	IFW-REQ-71 
	The Vendor shall supply, install, and configure a firewall solution to provide a policy management functionality and customizable firewall rules for tailored security.
	

	IFW-REQ-72 
	The Vendor shall supply, install and configure a firewall with threat prevention features enabled and centralised management for policy management, advance logging and reporting features to provide:
1. Real-time monitoring, event logs collection, and policy enforcement from a single device only and not multiple devices.
1. Firewall, APT and Endpoint anti-apt solution from single management have consolidated logging and reporting for both network and endpoint solution.
	

	IFW-REQ-73 
	The Vendor shall supply, install, and configure a firewall with a management centre having capacity to perform centralized configuration, logging, monitoring, and reporting.
	

	IFW-REQ-74 
	The Vendor shall supply, install, and configure a firewall solution that offers analysis of performance, real-time and historical network activities to identify anomalies.
	

	IFW-REQ-75 
	The Vendor shall supply, install, and configure a firewall solution that supports the generation of system logs containing records of system events and errors.
	

	IFW-REQ-76 
	The Vendor shall supply, install, and configure a firewall that supports the retrieval of system logs to an external storage. 
	

	IFW-REQ-77 
	The implementation of the firewall Solution shall include the installation of all measures designed to address known security vulnerabilities at the time, including Operating System, Application software upgrades and patches.
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	Reference ID
	Requirement
	Notes

	IFW-REQ-78 
	The Vendor shall ensure that DPF is fully licensed for the firewall Solution application software, as well as any other third-party software prerequisites with a one (1) year license subscription.
	

	IFW-REQ-79 
	The Vendor shall have the following licenses included Application Control, Compliance Rating, IPS, AV, IoT Security, DNS Filtering, Web Filtering, Advanced Malware Protection and Sandbox Cloud license.
	

	IFW-REQ-80 
	The Vendor shall supply, install, and configure the firewall solution with all required licenses without any restrictions.
	

	IFW-REQ-81 
	Any third-party product required to achieve the functionality should be provided with the necessary enterprise version license of software/appliance and necessary hardware, database and other relevant software or hardware. 
	

	IFW-REQ-82 
	Licensing should be a per device and not limited to user/IP based (should support unlimited users).
	


[bookmark: _Toc82880930][bookmark: _Toc296701463][bookmark: _Toc296701464]Table 5: Authentication Requirements
	Reference ID
	Requirement
	Notes

	IFW-REQ-83 
	The Vendor shall supply, install, and configure the firewall with support for authentication at the firewall policy level (Local and Remote).
	

	IFW-REQ-84 
	The Vendor shall supply, install, and configure the firewall with support for RSA SecureID or other Token based products.
	

	IFW-REQ-85 
	The Vendor shall supply, install, and configure the firewall with support for external RADIUS, LDAP, TACACS+, VMware, OpenStack, Google Cloud, xAuth, Digital Certificate (X509 format) and two-factor authentication integration for User and Administrator Authentication.
	

	IFW-REQ-86 
	The Vendor shall supply, install, and configure the firewall with support for Native Windows Active Directory, Azure Integration.
	

	IFW-REQ-87 
	The Vendor shall supply, install, and configure the firewall with capabilities to support authentication based on LDAP Groups.
	

	IFW-REQ-88 
	The solution shall integrate with Active Directory to support configuration of user and group-based policies.
	

	IFW-REQ-89 
	The Vendor shall supply, install, and configure the firewall with capabilities to support PKI / Digital Certificate based two-factor Authentication for both Users and Firewall Administrators. 
	


[bookmark: _Toc82880932]Table 6: High Availability Feature Requirements
	Reference ID
	Requirement
	Notes

	IFW-REQ-90 
	The Vendor shall supply, install, and configure the firewall with capabilities to support more than one ISP with automatic ISP failover and link load balancing.
	

	IFW-REQ-91 
	The proposed solution must support IPV6 & IPV4 with supported deployment including Active / Passive or Active / Active from day one. In case the deployment is Active/ Passive, the deployment should auto failover in case the Active node fails without manual intervention.
	

	IFW-REQ-92 
	The Vendor shall supply, install, and configure the firewall with capabilities to support Active-Active as well as Active-Passive high availability / redundancy. 
	

	IFW-REQ-93 
	The Vendor shall supply, install, and configure the firewall with capabilities to support stateful failover for both Firewall and VPN sessions.
	

	IFW-REQ-94 
	The Vendor shall supply, install, and configure the firewall with capabilities for device failure detection and notification as well as Link Status Monitor.
	

	IFW-REQ-95 
	The Vendor shall supply, install, and configure the firewall with capabilities to support VRRP and Link Failure Control.
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Table 7: Management and Reporting Functionality Requirements
	Reference ID
	Reference ID Description
	Notes

	IFW-REQ-96 
	The entire firewall solution shall be managed from appliance based (hardware or virtual) centralised management solution and should be deployed on both the primary and secondary sites. The communication between all the components should be encrypted with SSL or PKI.
	

	IFW-REQ-97 
	The Vendor shall supply, install, and configure the firewall with capabilities to support automation and integration Open REST API Support.
	

	IFW-REQ-98 
	The Vendor shall supply, install, and configure the firewall with capabilities to provide auditing view / report for changes, Rule addition/Deletion and other network changes.
	

	IFW-REQ-99 
	The Vendor shall supply, install, and configure the firewall management system with capabilities to provide the real time health status of all the firewall modules on the dashboard for CPU and memory utilization, state table, total number of concurrent connections and the connections/second counter.
	

	IFW-REQ-100 
	The Vendor shall supply, install, and configure the Firewall Management system with capabilities for role-based administration with multiple administrators and separation of duties should be supported. Configuration conflict should be avoided automatically when multiple administrators work together.
	

	IFW-REQ-101 
	The Vendor shall supply, install, and configure the Firewall solution with capabilities for advance logging features to log indexing capability for faster log search & log optimization.
	

	IFW-REQ-102 
	The Vendor shall supply, install, and configure a firewall that supports granular device and role-based administration for large enterprises and multi-tenancy deployments.
	

	IFW-REQ-103 
	The Vendor shall supply, install, and configure the Firewall solution with capabilities to segment the rule base in a sub-policy structure in which only relevant traffic is being forwarded to relevant policy segment for an autonomous system.
	

	IFW-REQ-104 
	The Vendor shall supply, install, and configure the Firewall solution with capabilities to have the granularity of administrators that works on parallel on same policy without interfering each other.
	

	IFW-REQ-105 
	The Vendor shall supply, install, and configure the Firewall solution that allows comprehensive alert builders with capabilities to include customizable threshold setting to take actions when a certain threshold is reached on a gateway. Actions must include Log, alert, send an SNMP trap, send an email, and execute a user defined alert.
	

	IFW-REQ-106 
	Solution must have consolidated Threat Prevention dashboard for full threat visibility across networks and endpoints.
	

	IFW-REQ-107 
	The solution must provide detailed event analysis for Threat Prevention Controls Anti-Malware, Anti-Bot, IPS, Application Control etc. need to be provided with Real-Time and Historical reporting all the components.
	

	IFW-REQ-108 
	The Vendor shall supply, install, and configure a firewall solution that supports at least 5GB/Day of logs.
	

	IFW-REQ-109 
	The Vendor shall supply, install, and configure a firewall that support Indicators of Compromise License.
	

	IFW-REQ-110 
	The Vendor shall supply, install, and configure a firewall that support centralized software upgrades and security updates for the managed devices.
	

	IFW-REQ-111 
	The Vendor shall supply, install, and configure a firewall that support Hierarchical Objects Database, reuse of common configurations.
	

	IFW-REQ-112 
	The Vendor shall supply, install, and configure a firewall that support automated device discovery support and maintain policies on same device types.
	

	IFW-REQ-113 
	The Vendor shall supply, install, and configure a firewall that support workflow integration for change control management.
	

	IFW-REQ-114 
	The Vendor shall supply, install, and configure a firewall that support detailed revision tracking, and thorough auditing capabilities.
	

	IFW-REQ-115 
	The Vendor shall supply, install, and configure a firewall that support automated templates and scripts for device provisioning automation and policy installation with JSON APIs or XML API, to reduce your management burden and operational costs.
	

	IFW-REQ-116 
	The Vendor shall supply, install, and configure a firewall that support integrated logging, and tighter integration & correlation of events & policies.
	

	IFW-REQ-117 
	The Vendor shall supply, install, and configure a firewall that support automated Indicators of Compromise (IOC).
	

	IFW-REQ-118 
	The Vendor shall supply, install, and configure a firewall that support Network Operation Center (NOC) and Security Operation Center (SOC) functionality.
	

	IFW-REQ-119 
	The Vendor shall supply, install, and configure a firewall solution that support SOAR capabilities such as creation of playbooks for automated response of incidents.
	

	IFW-REQ-120 
	The Vendor shall supply, install, and configure a firewall that support syslog or CEF log forwarding for third-party solution integration.
	

	IFW-REQ-121 
	The Vendor shall supply, install, and configure a firewall solution that support full Graphic summary reports, providing network wide reporting of events, activities, and trends.
	

	IFW-REQ-122 
	The Vendor shall supply, install, and configure a firewall that support full centralized wireless spectrum analysis of the managed wireless access points.
	

	IFW-REQ-123 
	The Vendor shall supply, install, and configure a firewall solution that with built in report templates.
	

	IFW-REQ-124 
	The Vendor shall supply, install, and configure a firewall solution that offers simple and intuitive Google-like search experience and reports on network traffic, threats, network activities and trends across the network.
	

	IFW-REQ-125 
	The solution should be configured to maintain logging for at least 90 days.
	

	IFW-REQ-126 
	The firewall solution audit trail shall be deployed in such a manner that its contents cannot be modified using system administrator functionality and are protected from modification through other means.
	

	IFW-REQ-127 
	The Vendor shall supply, install, and configure the firewall solution to provide event logs and audit trails in a form that is self-explanatory. The logs and audit trails should not be deciphered using other references or specialised training beyond that offered.
	

	IFW-REQ-128 
	The Vendor shall supply, install, and configure the firewall solution with capabilities to query the following from an audit trail of user activity:
1. Query by system user.
1. Query by system item.
1. Query by system action.
1. Query by time range.
1. Searchable by keyword.
	

	IFW-REQ-129 
	The Vendor shall supply, install, and configure the firewall solution with capabilities to audit all activities and to identify the user and date of each activity, including any changes to the system configurations.
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	Requirement
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	IFW-REQ-130 
	The Vendor shall provide and test a comprehensive migration plan prior to Go-Live. The plan shall be accompanied with a checklist with all items successfully passed.
	

	IFW-REQ-131 
	The Vendor shall perform post-migration service testing of the implemented firewall solution.
	

	IFW-REQ-132 
	The Vendor shall provide back-to-back 24x7 support (onsite and remote) for a period one (1) year renewable for a period of not more than three (3) years after satisfactory support service. The support shall cover advanced device replacement in case of failure for all hardware supplied under this solution.
	

	IFW-REQ-133 
	The Vendor shall ensure successful implementation, deployment, data migration, testing, documentation, training, ongoing support to users and maintenance of the system application.
	

	IFW-REQ-134 
	The solution shall support remote upgrade and installation of agents.
	

	IFW-REQ-135 
	The Vendor shall supply, install, and configure the firewall solution with capabilities to support Automatic Group Assignment of policies.
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	Reference ID
	Minimum Requirement
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	IFW-REQ-136 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to provide for user account creation that includes but not limited to the following attributes: 
1. Username
1. Password change date
1. User account creation date
1. Password expiry after a configurable number of days
1. Password complexity rules that can be configured as required.
1. Password length rules that can be configured as required.
1. Password change restriction for a configurable period after a recent successful password change (to prevent password history bypass).
	

	IFW-REQ-137 
	The Vendor shall supply, install, and configure a firewall solution with the following password management features:
1. User definable minimum password length.
1. User definable password complexity enforcement.
1. User definable maximum password age.
1. User definable passwords re-use restrictions combined with minimum password age (“password history enforcement”).
	

	IFW-REQ-138 
	The Vendor shall supply, install, and configure a firewall solution to allow for authentication of users by username and password to control access to user-perceivable features. 
	

	IFW-REQ-139 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to enable switching of user accounts between different states e.g., active, suspended, etc.
	

	IFW-REQ-140 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to enable marking of user account as terminated but it shall not be possible to delete a user account. Details for terminated accounts must be maintained (in a ‘terminated’ state).
	

	IFW-REQ-141 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to facilitate controlled access to restricted data to users who have valid accounts with appropriate privileges to the information being accessed.
	

	IFW-REQ-142 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to allow customization of separation of duties.
	

	IFW-REQ-143 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to inhibit the display of passwords whenever a user is prompted to enter a password.
	

	IFW-REQ-144 
	The Vendor shall supply, install, and configure a firewall solution with capabilities to store all passwords in the system as hashed and salted.
	

	IFW-REQ-145 
	A user shall be able to logout of the system. Subsequent attempts to access the system, e.g., by using the Back button in a web browser shall prompt the user to login again.
	

	IFW-REQ-146 
	If the system uses web browser cookies, the cookies shall be non-persistent cookies.
	

	IFW-REQ-147 
	The systems shall record the details of the failure to login in the system logs.
	

	IFW-REQ-148 
	The system shall be configured to enable a user to logout of the system. Subsequent attempts to access the firewall system, e.g., by using the Back button in a web browser shall prompt the user to login again.
	Desirable

	IFW-REQ-149 
	The Vendor shall provide evidence of penetration testing performed regularly on the system application and infrastructure.
	Desirable

	IFW-REQ-150 
	The Vendor shall provide evidence of 24x7 physical security of hosting facilities encompassing all computer and network communication systems.
	

	IFW-REQ-151 
	The Vendor shall configure the system to provide user ID and password security required.  Limit number of attempts with incorrect password.
	

	IFW-REQ-152 
	The Vendor shall configure the system to suppress passwords, so they do not appear on the terminal as they are being entered.
	

	IFW-REQ-153 
	The Vendor shall configure the system to report attempts of unauthorized system access of use.
	

	IFW-REQ-154 
	The Vendor shall configure the system with ability to define access categories for groups of users.
	

	IFW-REQ-155 
	The Vendor shall configure the system with a user-definable automatic time-out feature with inactivity. 
	

	IFW-REQ-156 
	The Vendor shall configure the system with access privilege controls.
	

	IFW-REQ-157 
	The system must be installed and configured with capability to define security for users with varying levels of allowed access.
	

	IFW-REQ-158 
	The Vendor shall configure the system to provide self-installable product updates and service packs via CD or downloads over the internet.
	


Table 10: Accessibility and Access Control Requirements
	Reference ID
	Minimum Requirement
	Notes

	IFW-REQ-159 
	The Vendor shall supply, install, and configure the firewall solution with the following access control features:
1. Access rights can be granted to an individual user or user group.
1. Allows automatic access right inheritance from parent to subfolders and files to ensure proper access right control while minimising administrative effort.
1. Allows individual password protection for specific files and folders.
1. Read-only and read-write permissions.
	

	IFW-REQ-160 
	The firewall solution shall be implemented and configured to limit the rights and permissions to access critical data and reports.  
The vendor shall describe mechanism to ensure that there is no modification done on data and reports.
	

	IFW-REQ-161 
	The firewall solution shall be implemented and configured to report on the user rights and permissions of the users created on the system. The reports shall include the following fields:
1. The user account name.
1. Date of creation of user account.
1. Last date and time a given user last accessed the system.
1. The user rights and permissions.
	

	IFW-REQ-162 
	The firewall solution shall be implemented and configured to identify user logins to the system using the user ID.
	

	IFW-REQ-163 
	The firewall solution shall be installed and configured to customize user menus and screens based on user access authority.
	

	IFW-REQ-164 
	The firewall solution shall be implemented and configured to provide for Role Based Access Control (RBAC) of the system administration features.
	

	IFW-REQ-165 
	The firewall solution shall be configured with support for online and offline accessibility across all platforms.
	

	IFW-REQ-166 
	The firewall solution shall be configured to allow an authorised user export data to other formats such as pdf, doc, xls.
	


Table 11: System Administration
	Reference ID
	Minimum Requirement
	Notes

	IFW-REQ-167 
	The firewall solution shall be implemented and configured with the following Role Based Access Control features:
1. Maintenance of system roles.
1. Assignment of roles to system users.
The system roles will group specific functions of the system – e.g., user account management, system configuration management, etc.
	

	IFW-REQ-168 
	The firewall solution shall be implemented and configured with the following user account management features:
1. Password protected user login.
1. Enforce the creation of a new password after a system administrator reset.
1. Automatic account lock-out after user definable idle period.
1. Automatic account lock-out after user-definable number of invalid login attempts.
1. Prohibition of concurrent logins for a single user.
	


Table 12: Availability, Storage, and Business Continuity
	Reference ID
	Minimum Requirement
	Notes

	IFW-REQ-169 
	The firewall solution shall be configured to ensure that its configurations can be backed up and stored on a separate storage.
	

	IFW-REQ-170 
	The firewall solution shall be supplied, installed, and configured with capabilities to carryout daily differentials, weekly and monthly full backups at the data centres.
	

	IFW-REQ-171 
	The Vendor shall supply, install, configure, and deploy one firewall at the primary site (Production site) and the other at the secondary site (Business Resumption Site).
	


Table 13: Maintenance, Training and Support Requirements
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	Requirement
	Notes

	IFW-REQ-172 
	The firewall Solution shall be supplied with a Manufacturer’s Warranty of one (1) year, parts, and labour. 
	

	IFW-REQ-173 
	The Vendor shall provide training to DPF personnel to enable them carry out the recommended system housekeeping, administration and first level maintenance tasks. Such training shall consist of modules authorized by the manufacturer and carried out by personnel certified to provide the training.
	

	IFW-REQ-174 
	The training shall be carried out by personnel certified to provide the training.
	

	IFW-REQ-175 
	The Vendor shall provide written documentation tailored to system administration, maintenance, and support of the supplied solution.
	

	IFW-REQ-176 
	The Vendor shall assist DPF to prepare the firewall configuration documentation describing how the firewall has been configured and deployed.
	

	IFW-REQ-177 
	The Vendor shall provide all required documentation such as policies and SOPs, for setting up the firewall.
	

	IFW-REQ-178 
	The Vendor shall provide maintenance and support services for the firewall, which shall include the correction of identified bugs, and the prompt restoration to full operation in the event of a fault for the duration of the support and maintenance contract.
	

	IFW-REQ-179 
	The Vendor shall have to conduct quarterly Preventive Maintenance to ensure that the firewall solution functions without defect. The Preventive Maintenance shall be as may be agreed in the Service Level Agreement. 
The Preventive Maintenance Activity will include: 
1. Review of system logs. 
1. Configuration items support coverage review.
1. Configuration good practice and vulnerability review.
1. Upgrades, updates, and patches shall be applied as required Recommendations/ suggestions should be prioritised and typically included in a detailed report which should be submitted quarterly.
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	Reference ID
	Requirement
	Notes

	IFW-REQ-180 
	The firewall solution documentation shall include all original Manufacturers’ documentation in English. Such documentation shall include user guides, configuration guides, and system administrator references. 
	


	IFW-REQ-181 
	The Vendor shall prepare and deliver the firewall configuration documents, in English, on all configurable firewall Solution components, which describe the configuration of the system as deployed at the Deposit Protection Fund of Uganda.
	

	IFW-REQ-182 
	The Vendor shall assist DPF to prepare Standard Operating Procedures of common system administration and maintenance tasks, by providing information, and reviewing drafts.  
	

	IFW-REQ-183 
	The Vendor shall be ISO/IEC 27001 certified for Information Security Management.
The Vendor is required to attach a copy of the ISO/IEC 27001 certificate for Information Security Management.
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	IFW-REQ-184 
	The Vendor shall be able to provide 24/7 operational helpdesk where the Fund can log a call through e-mail/telephone.
	

	IFW-REQ-185 
	The Vendor shall provide documentary evidence from the firewall Manufacturer that they have personnel with the required skills to maintain and support the system.
	

	IFW-REQ-186 
	The Vendor shall propose a Service Level Agreement that shall take effect during the maintenance period stated. This Maintenance agreement shall commit the Vendor to the following minimum Service Levels (SLs):
1. Response Time to highest priority calls – Thirty minutes maximum.
1. Repair Time for highest priority calls – 2 hours maximum.
1. Response Time to Low Priority Calls-2 hours maximum
1. Repair Time to Low Priority Calls-4 hours maximum.
1. Highest priority calls – calls originated by DPF to report that essential functions of the system cannot operate or are inaccessible.
1. Lowest Priority calls- calls originated by DPF to request for assistance with a feature/configuration change. 
1. Response Time – time within which personnel nominated by the Vendor shall reach the affected site or remote login in response to a support call.
1. Repair Time – time within which essential functions of the system are restored (either through permanent resolution or work-around) after a support call.
	

	IFW-REQ-187 
	The Vendor shall provide maintenance and support services in the following ways:
1. Physical presence at DPF Offices.
1. Remote login to the system.
	

	IFW-REQ-188 
	The Vendor shall be required to follow established vulnerability hardening procedures for the DPF and adhere to respective maintenance windows. This will help mitigate incidents that may arise during the implementation and maintenance of the firewall solution.
	

	IFW-REQ-189 
	The Vendor shall provide documentary evidence from the Manufacturer that the system shall continue to be supplied at least five (5) years from the date of purchase.
This stipulation is to ensure that the proposed solution remains accessible in the market for a duration of no less than five (5) years, thereby preventing the Vendor from delivering a solution that is on the brink of discontinuation.
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	Reference ID
	Requirement
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	IFW-REQ-190 
	The implemented firewall shall undergo functional, acceptance / performance testing after completion of installation and commissioning of all the components of the solution at the sites of installation as per schedule of requirement.
The Vendor shall be responsible for setting up and providing support during the acceptance testing exercise without any extra cost to the Fund.
	

	IFW-REQ-191 
	The firewall solution shall be subjected to a vulnerability assessment exercise.
	

	IFW-REQ-192 
	If any problems are found during the test period, the firewall system Administrator will notify the Vendor to correct the problem.
	

	IFW-REQ-193 
	After all known problems have been resolved or the end of the test period, whichever is later, the firewall system Administrator will accept the implementation plan as complete and authorize the release of the final payment to the Vendor.
	

	IFW-REQ-194 [bookmark: _Toc82880943]
	The proposed solution shall be deemed to have been accepted by the Fund, after its commissioning, when all the activities as defined in the scope of work related to the acceptance of solution have been successfully executed. 
	

	IFW-REQ-195 
	The system shall be deemed to have been commissioned when all the activities defined under the scope of work, for commissioning of system, have been successfully executed and completed.
	


Table 17: Project Deliverable Requirements
	Reference ID
	Requirement
	Notes

	IFW-REQ-196 
	On completion of the assignment, the Vendor will provide an infrastructure design documentation sign-off to close the project.
	

	IFW-REQ-197 
	The Vendor shall provide documented actions taken on resolving issues encountered during the implementation, UAT and deployment.
	

	IFW-REQ-198 
	The Vendor shall provide a fully configured, patched, tested and functional firewall solution.
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Table 18: Project Management Requirements
	Reference ID
	Requirement
	Notes

	IFW-REQ-199 
	The Vendor shall propose an implementation plan for all the activities that shall be necessary to complete the implementation of the firewall solution (i.e., installation, configuration, training, acceptance testing and commissioning).
The plan shall highlight the assumptions and dependencies to ensure that the Vendor will be able to deliver the required solution from the date of contract award.
	

	IFW-REQ-200 
	The Vendor shall propose the composition of the project team. Details of personnel nominated on the project team to participate in the implementation shall include the following:
1. Names
1. Roles
1. CVs
1. Proof of the relevant certifications 
	

	IFW-REQ-201 
	The Vendor must demonstrate a minimum of three (3) years of experience in Cyber Security and IT equipment maintenance within an environment comparable in magnitude and complexity to that of the Fund. Proof of this experience is required, with a documented history of delivering similar systems for a minimum of three (3) years. 
Additionally, the Vendor is expected to submit a minimum of three (3) examples of similar assignments completed for organizations to which they have supplied comparable firewall security solutions.
	

	IFW-REQ-202 
	The Vendor is expected to submit Curriculum Vitae (CVs) for a minimum of two (2) certified specialists who will be responsible for executing the support and maintenance of the proposed solution. This requirement is essential to ensure a competent and adequately staffed team is in place to deliver effective ongoing support, maintaining the solution's optimal functionality and promptly addressing any potential issues that may arise during its operational lifespan.
	

	IFW-REQ-203 
	The Vendor shall provide Proof of Authorization and Certification from the selected firewall brand stating that the bidder is Authorized to resell and support the systems in Uganda.
	

	IFW-REQ-204 
	The Vendor shall submit a minimum of three (3) similar assignments from organizations to which they have supplied similar firewall security solution.
	

	IFW-REQ-205 
	The Vendor shall provide details of all pre-requisites for the implementation of the hybrid environment, which they expect DPF to provide before commencement of the implementation.
	


1. [bookmark: _Toc82880945]ASSUMPTIONS
1. All installations, configurations and deployments shall be carried out onsite at the Fund’s office located on 3rd Floor AHA Towers, Plot 7, Lourdel Road, Nakasero.
1. All required licensing and product costs are included in these TORs. The Vendor shall quote for all licenses required for the implementation. 
1. The Fund shall provide Internet to facilitate any online installations to be carried out onsite.
1. [bookmark: _Toc82880946][bookmark: _Toc296701469]EXPECTED DURATION
The assignment for supply, implementation, deployment, data migration, testing, documentation and training shall be for a period of seven (7) Months after Contract signature by both parties. 
Ongoing support to users and maintenance of the system application shall be for a period of one (1) year renewable for a maximum of 3 years.
1. [bookmark: _Toc82880947]SUMMARY 
This document has described the mandatory requirements for the supply, installation, testing and deployment of an Internal Segmentation Firewall Solution for the Fund.

The attached commodity specific conditions will form an integral part of any resulting contract.
[bookmark: _Toc422725299][bookmark: _Toc427641275][bookmark: _Toc438907058][bookmark: _Toc438907257][bookmark: _Toc381535513]
2.	Delivery and Completion Schedule
Procurement Reference Number: DPF/SUPLS/2023-24/0015
The delivery or completion period shall commence from the date of contract signature and effectiveness. Refer to the Incoterm in the GCC26 for the interpretation of the delivery period. 

	Brief Description
of Supplies or Related Services 
	Delivery/
Completion Period
(days/wks/mths)
	Delivery Point/
Site

	
	
	

	Supply, Installation, and Configuration of an Internal Segmentation Firewall
	Within seven (7) months from contract signature by both parties
	DPF Offices, Level 3 – AHA Towers

	
	
	




[bookmark: _Toc438907059][bookmark: _Toc438907258][bookmark: _Toc381535514]
3.	Specification and Compliance Sheet
Procurement Reference Number: DPF/SUPLS/2023-24/0015
Column b states the minimum technical specification of the item(s) required by the Procuring and Disposing Entity.
The Bidder is to complete column c with the technical specification of the item(s) offered and to state “comply” or “not comply” and give details of the areas of non-compliance.
Column d provides the technical literature of the specification offered.
	Requirement ID
	Technical Specification required
including applicable standards
	Compliance of specification
 offered
	Technical literature on specification offered in column c

	a
	b
	c
	d

	IFW-REQ-001
	The proposed firewall solution shall be a network segmentation firewall ranked high under the Gartner Leaders quadrant for Enterprise Firewall from past 3 years. 
	
	

	IFW-REQ-002
	The proposed solution should not be proprietary ASIC based in nature and should be open architecture based on multi-core CPUs to protect and scale against dynamic latest security threats.
	
	

	IFW-REQ-003
	The Vendor shall supply a firewall solution that comprises of hardware, software, services, and licenses which meet the stated requirements in this requirements document.
	
	

	IFW-REQ-004
	The Vendor shall supply, install, and configure the firewall with capabilities to offer advanced networking capabilities functionalities that seamlessly integrate with advanced layer 7 security and Virtualization (i.e., Virtual Systems / Virtual Domains) to offer extensive deployment flexibility, multi-tenancy, and effective utilization of resources.
	
	

	IFW-REQ-005
	The proposed solution must support identification and control of all types of applications (Business, Social, Encrypted and Custom) within the Network environment. It should provide detailed analysis on sessions consumed, data transferred, and threats involved through the applications.
	
	

	IFW-REQ-006
	The proposed solution should secure the allowed traffic by natively blocking known threats such as virus, malware, spyware, and protocol exploits in an automated fashion.
	
	

	IFW-REQ-007
	The proposed solution should have capabilities of Active Directory Integration.
	
	

	IFW-REQ-008
	The Vendor shall supply, install, and configure a firewall to automatically perform behavioural analysis to detect devices, recommend security and user-based application policies.
	
	

	IFW-REQ-009
	The Vendor shall supply, install, and configure a firewall solution that offers functionality to prevent and detect against known and unknown attacks using continuous threat intelligence.
	
	

	IFW-REQ-010
	The Vendor shall supply, install, and configure a firewall that provides IP, URL, and DNS threat intelligence solutions.
	
	

	IFW-REQ-011
	The Vendor shall supply, install, and configure a firewall that provides a threat protection security solution with automated threat protection, advanced threat protection and unified security policies designed to provide a strong security posture and real- time threat protection to detect and prevent advanced threats.
	
	

	IFW-REQ-012
	The Vendor shall supply, install, and configure a firewall with a network-based segmentation solution to reduce the attack surface and inhibit the ability of an attack to spread laterally within the network, securing any segmentation with automated workflows, adaptive trust, and high-performance threat protection to achieve defence in depth, compliance, and Trusted Application Access.
	
	

	IFW-REQ-013
	The Vendor shall supply, install, and configure a firewall solution that offer a multi-layered advanced protection against zero-day malware threats.
	
	

	IFW-REQ-014
	The Vendor shall supply, install, and configure a firewall solution that examines network traffic for patterns and flow to detect and prevent vulnerability exploits without causing denial of service.
	
	

	IFW-REQ-015
	The Vendor shall supply, install, and configure a firewall solution that offers application whitelisting solution to block or allow traffic based on allowed signatures. This solution shall provide functionality such as:
2. Identify and control evasive app threats.
3. Deliver fast application identification. 
4. Steering for efficient business operations.
	
	

	IFW-REQ-016
	The Vendor shall supply, install, and configure a firewall solution with capabilities to allow, block, or monitor applications based on their signature.
	
	

	IFW-REQ-017
	The Vendor shall supply, install, and configure a firewall solution that provide security at hyperscale functionality offering unique and unparalleled security to ensure that organisation services are accessible, responsive, and provide an optimal User experience.
	
	

	IFW-REQ-018
	The Vendor shall supply, install, and configure a firewall offering solutions that provide full visibility of SSL encrypted traffic. The solution shall have functionalities to:
1. Remove uncontrolled blind spots with SSL inspection of all encrypted flows, including the latest TLS 1.3 standard with mandated ciphers.
2. Provide deep SSL inspection with high performance.
3. Automatically block threats on decrypted traffic.
	
	

	IFW-REQ-019
	The Vendor shall supply, install, and configure a firewall solution that will intelligently share threat information across the entire digital attack surface to provide quick and automated protection.
	
	

	IFW-REQ-020
	The Vendor shall supply, install, and configure a firewall solution that supports the best data authentication, integrity, and confidentiality standards for transmission of data through public or private networks.
	
	

	IFW-REQ-021
	The Vendor shall supply, install, and configure a firewall solution that provides dynamic user groups management for time-bound security decision enforcement.
	
	

	IFW-REQ-022
	The Vendor shall supply, install, and configure a firewall with a threat sandboxing solution to prevent threats from getting on the network by inspecting untested or untrusted code.
	
	

	IFW-REQ-023
	The Vendor shall supply, install, and configure a firewall solution to identify and analyse thousands of applications inside network traffic for deep inspection and granular policy enforcement.
	
	

	IFW-REQ-024
	The Vendor shall supply, install, and configure a firewall solution that supports physical and virtual environments.
	
	

	IFW-REQ-025
	The Vendor shall supply, install, and configure a firewall solution that supports HTTP/2 to HTTP 1.1 translation.
	
	

	IFW-REQ-026
	The Vendor shall supply, install, and configure a firewall solution that supports seamless PKI integration.
	
	

	IFW-REQ-027
	The Vendor shall supply, install, and configure a firewall solution that supports scanning for ActiveSync and OWA applications.
	
	

	IFW-REQ-028
	The Vendor shall supply, install, and configure a firewall solution that supports setup wizards for common applications and databases.
	
	

	IFW-REQ-029
	The Vendor shall supply, install, and configure a firewall solution that supports preconfigured for common Microsoft applications; Exchange, SharePoint, OWA.
	
	

	IFW-REQ-030
	The Vendor shall supply, install, and configure a firewall solution that supports predefined security policies for Drupal and WordPress applications.
	
	

	IFW-REQ-031
	The Vendor shall supply, install, and configure a firewall solution that has Web Sockets support.
	
	

	IFW-REQ-032
	The Vendor shall supply, install, and configure a firewall solution that supports active and passive authentication.
	
	

	IFW-REQ-033
	The Vendor shall supply, install, and configure a firewall solution that has SSL client certificate support.
	
	

	IFW-REQ-034
	The Vendor shall supply, install, and configure the firewall with capabilities to support Web UI (HTTP/HTTPS) and CLI (Telnet / SSH) based Management.
	
	

	IFW-REQ-035
	The Vendor shall supply, install, and configure the firewall with capabilities to define remote access to the Firewall on any interface and restrict the same to a specific IP/Subnet (i.e., Trusted Hosts for Management).
	
	

	IFW-REQ-036
	The Vendor shall supply, install, and configure the firewall with capabilities to support SNMPv2c and SNMPv3 (for sending alerts to NMS in case of threats and system failures).
	
	

	IFW-REQ-037
	The Vendor shall supply, install, and configure the firewall with capabilities to generate automatic notification of events via mails/syslog.
	
	

	IFW-REQ-038
	The Vendor shall supply, install, and configure the firewall with capabilities to send alerts to multiple email recipients.
	
	

	IFW-REQ-039
	The Vendor shall supply, install, and configure the firewall with capabilities to support simultaneous login of Multiple Administrators.
	
	

	IFW-REQ-040
	The Vendor shall supply, install, and configure the firewall with capabilities to customize the dashboard (e.g.: by selecting suitable Widgets).
	
	

	IFW-REQ-041
	The Vendor shall supply, install, and configure the firewall with capabilities to support for exporting the firewall rules set and configuration to a text file via Web or TFTP.
	
	

	IFW-REQ-042
	The Vendor shall supply, install, and configure the firewall with capabilities of supporting Image upgrade via FTP, TFTP and WebUI.
	
	

	IFW-REQ-043
	The Vendor shall supply, install, and configure the firewall with capabilities to support system software rollback to the previous version after upgrade.
	
	

	IFW-REQ-044
	The Vendor shall supply, install, and configure a firewall solution that supports Windows, Mac OS, iOS, Android OS's & Google Chromebook and 
Chrome browser.
	
	

	IFW-REQ-045
	The Vendor shall supply, install, and configure a firewall solution that offers protection for all networked devices, even on endpoints that cannot run an antivirus covering the entire connected landscape with visibility into users, devices, files, applications, etc.
	
	

	IFW-REQ-046
	The Vendor shall supply, install, and configure a firewall solution with capabilities to view installed application information for all managed endpoints for visibility on installed applications in the organization. The list shall include details for each application such as Vendor and version information
	
	

	IFW-REQ-047
	The Vendor shall supply, install, and configure a firewall solution with capabilities to quarantine file information to the Central Server, view quarantined file information for all managed endpoints and allow list / blacklist files. 
	
	

	IFW-REQ-048
	The Vendor shall supply, install, and configure a firewall solution that supports dynamic network access with endpoint tagging.
	
	

	IFW-REQ-049
	The Vendor shall implement zero trust across the Fund’s network.
	
	

	IFW-REQ-050
	The Vendor shall implement segmentation of the Fund’s network based on the need to access. This shall be based on the following:
1. Need to access a network service.
2. Need to access a network section /subnet.
3. Need to access a network system /application.
	
	

	IFW-REQ-051
	The Vendor shall configure the Fund’s access into zones based on the user access rights.
	
	

	IFW-REQ-052
	The Vendor shall carryout a pre-implementation assessment and come up with proposed network segmentation. This shall include the physical and logical topology.
	
	

	IFW-REQ-053
	The Vendor shall supply, install, and configure a firewall solution that supports the has the following Interfaces:
1. 1 x USB Port 
2. 1 x Console Port 
3. 2 x GE RJ45 MGMT/HA Ports 
4. 16 x GE RJ45 Ports 
5. 4 x 1GE/10GE SFP+ Slots 
6. 4 x 10GE SFP+ Ultra Low Latency Slots 
7. 8x 1GE SFP Slots
8. Onboard Storage 800 GB SSD 
9. Trusted Platform Module (TPM) that hardens physical networking appliances by generating, storing, and authenticating cryptographic keys.
	
	

	IFW-REQ-054
	The Vendor shall supply and install a firewall solution that offers the following web Security:
1. Advanced cloud-delivered URL, 
2. DNS (Domain Name System),
3. Video Filtering.
	
	

	IFW-REQ-055
	The Vendor shall supply and install a firewall solution that offers advanced content security.
	
	

	IFW-REQ-056
	The Vendor shall supply and install a firewall solution that offers optimisable capabilities to monitor and protect IT, IIoT, and OT (Operational Technology) devices against vulnerability and device-based attack tactics.
	
	

	IFW-REQ-057
	The Vendor shall supply and install a firewall solution that offers the following segmentation capabilities:
1. Dynamic segmentation that delivers true end-to-end security—from the branch to the datacentre and across multi-cloud environments
2. Ultra-scalable, low latency, VXLAN segmentation bridges physical and virtual domains with Layer 4 firewall rules
	
	

	IFW-REQ-058
	The Vendor shall supply and install a firewall solution that offers capabilities to prevent lateral movement across the network to prevent known, zero-day, and unknown attacks.
	
	

	IFW-REQ-059
	The Vendor shall supply and install a firewall solution that offers the following system performance capabilities:
1. IPS Throughput 12 Gbps 
2. NGFW Throughput 10 Gbps 
3. Threat Protection Throughput 9 Gbps
	
	

	IFW-REQ-060
	The Vendor shall supply, install, and configure a firewall solution that supports the following performance features:
1. IPv4 Firewall Throughput 10 Gbps 
2. IPv6 Firewall Throughput 10 Gbps 
3. Firewall Latency at least 4 μs.
4. Firewall Throughput (Packet per Second) 105 Mpps 
5. Concurrent Sessions (TCP) 7.8 million 
6. New Sessions/Second (TCP) 500 000 Firewall Policies 10 000 
7. IPsec VPN Throughput 55 Gbps 
8. Gateway-to-Gateway IPsec VPN Tunnels 2000 
9. Client-to-Gateway IPsec VPN Tunnels 50 000 
10. SSL-VPN Throughput 3.6 Gbps 
11. Concurrent SSL-VPN Users - 200 
12. SSL Inspection Throughput (IPS, avg. HTTPS) 8 Gbps 
13. SSL Inspection CPS (IPS, avg. HTTPS) 6000 
14. SSL Inspection Concurrent Session (IPS, avg. HTTPS) 800 000 
15. Application Control Throughput (HTTP 64K) 28 Gbps 
16. CAPWAP Throughput (HTTP 64K) 65 Gbps 
17. High Availability Configurations Active-Active, Active-Passive, Clustering
18. RAM 16 GB
	
	

	IFW-REQ-061
	The Vendor shall supply, install, and configure a firewall with a minimum of 10 virtual firewall licenses.
	
	

	IFW-REQ-062
	The Vendor shall supply, install, and configure a firewall that support dual hot swappable power supplies to offer power supply redundancy.
	
	

	IFW-REQ-063
	The Vendor shall supply, install, and configure a firewall solution that is rack mountable.
	
	

	IFW-REQ-064
	The Vendor shall supply, install, and configure a firewall solution that supports input AC Voltage 100–240V, Frequency 50 to 60 Hz.
	
	

	IFW-REQ-065
	The Vendor shall supply and install a firewall appliance with the following Operating Environment and Certifications:
1. Operating Temperature 32°–104°F (0°–40°C)
2. Storage Temperature -31°–158°F (-35°–70°C)
3. Humidity 5%–90% non-condensing
4. Airflow Side and Front to Back
5. Operating Altitude Up to 10 000 ft (1524 m)
	
	

	IFW-REQ-066
	The Vendor shall supply, install, and configure a firewall that supports traffic prioritization and queuing for superior network performance.
	
	

	IFW-REQ-067
	The Vendor shall supply, install, and configure a firewall that supports accelerated security inspections and encryption/decryption offloading.
	
	

	IFW-REQ-068
	The Vendor shall supply, install, and configure a firewall solution that offers enhanced user experience with dynamic web and video caching.
	
	

	IFW-REQ-069
	The Vendor shall supply, install, and configure a firewall solution with a management console that is effective, simple to use, and provides comprehensive network automation and visibility.
	
	

	IFW-REQ-070
	The Vendor shall supply, install, and configure the firewall solution with capabilities to provide event logs, audit trail reports and user access permission reports by the following formats:
1. Dashboard reporting on Administrator Console.
2. Published reports in Adobe Acrobat PDF format.
3. Exported reports in the Microsoft Excel format.
	
	

	IFW-REQ-071
	The Vendor shall supply, install, and configure a firewall solution to provide a policy management functionality and customizable firewall rules for tailored security.
	
	

	IFW-REQ-072
	The Vendor shall supply, install and configure a firewall with threat prevention features enabled and centralised management for policy management, advance logging and reporting features to provide:
1. Real-time monitoring, event logs collection, and policy enforcement from a single device only and not multiple devices.
2. Firewall, APT and Endpoint anti-apt solution from single management have consolidated logging and reporting for both network and endpoint solution.
	
	

	IFW-REQ-073
	The Vendor shall supply, install, and configure a firewall with a management centre having capacity to perform centralized configuration, logging, monitoring, and reporting.
	
	

	IFW-REQ-074
	The Vendor shall supply, install, and configure a firewall solution that offers analysis of performance, real-time and historical network activities to identify anomalies.
	
	

	IFW-REQ-075
	The Vendor shall supply, install, and configure a firewall solution that supports the generation of system logs containing records of system events and errors.
	
	

	IFW-REQ-076
	The Vendor shall supply, install, and configure a firewall that supports the retrieval of system logs to an external storage. 
	
	

	IFW-REQ-077
	The implementation of the firewall Solution shall include the installation of all measures designed to address known security vulnerabilities at the time, including Operating System, Application software upgrades and patches.
	
	

	IFW-REQ-078
	The Vendor shall ensure that DPF is fully licensed for the firewall Solution application software, as well as any other third-party software prerequisites with a one (1) year license subscription.
	
	

	IFW-REQ-079
	The Vendor shall have the following licenses included Application Control, Compliance Rating, IPS, AV, IoT Security, DNS Filtering, Web Filtering, Advanced Malware Protection and Sandbox Cloud license.
	
	

	IFW-REQ-080
	The Vendor shall supply, install, and configure the firewall solution with all required licenses without any restrictions.
	
	

	IFW-REQ-081
	Any third-party product required to achieve the functionality should be provided with the necessary enterprise version license of software/appliance and necessary hardware, database and other relevant software or hardware. 
	
	

	IFW-REQ-082
	Licensing should be a per device and not limited to user/IP based (should support unlimited users).
	
	

	IFW-REQ-083
	The Vendor shall supply, install, and configure the firewall with support for authentication at the firewall policy level (Local and Remote).
	
	

	IFW-REQ-084
	The Vendor shall supply, install, and configure the firewall with support for RSA SecureID or other Token based products.
	
	

	IFW-REQ-085
	The Vendor shall supply, install, and configure the firewall with support for external RADIUS, LDAP, TACACS+, VMware, OpenStack, Google Cloud, xAuth, Digital Certificate (X509 format) and two-factor authentication integration for User and Administrator Authentication.
	
	

	IFW-REQ-086
	The Vendor shall supply, install, and configure the firewall with support for Native Windows Active Directory, Azure Integration.
	
	

	IFW-REQ-087
	The Vendor shall supply, install, and configure the firewall with capabilities to support authentication based on LDAP Groups.
	
	

	IFW-REQ-088
	The solution shall integrate with Active Directory to support configuration of user and group-based policies.
	
	

	IFW-REQ-089
	The Vendor shall supply, install, and configure the firewall with capabilities to support PKI / Digital Certificate based two-factor Authentication for both Users and Firewall Administrators. 
	
	

	IFW-REQ-090
	The Vendor shall supply, install, and configure the firewall with capabilities to support more than one ISP with automatic ISP failover and link load balancing.
	
	

	IFW-REQ-091
	The proposed solution must support IPV6 & IPV4 with supported deployment including Active / Passive or Active / Active from day one. In case the deployment is Active/ Passive, the deployment should auto failover in case the Active node fails without manual intervention.
	
	

	IFW-REQ-092
	The Vendor shall supply, install, and configure the firewall with capabilities to support Active-Active as well as Active-Passive high availability / redundancy. 
	
	

	IFW-REQ-093
	The Vendor shall supply, install, and configure the firewall with capabilities to support stateful failover for both Firewall and VPN sessions.
	
	

	IFW-REQ-094
	The Vendor shall supply, install, and configure the firewall with capabilities for device failure detection and notification as well as Link Status Monitor.
	
	

	IFW-REQ-095
	The Vendor shall supply, install, and configure the firewall with capabilities to support VRRP and Link Failure Control.
	
	

	IFW-REQ-096
	The entire firewall solution shall be managed from appliance based (hardware or virtual) centralised management solution and should be deployed on both the primary and secondary sites. The communication between all the components should be encrypted with SSL or PKI.
	
	

	IFW-REQ-097
	The Vendor shall supply, install, and configure the firewall with capabilities to support automation and integration Open REST API Support.
	
	

	IFW-REQ-098
	The Vendor shall supply, install, and configure the firewall with capabilities to provide auditing view / report for changes, Rule addition/Deletion and other network changes.
	
	

	IFW-REQ-099
	The Vendor shall supply, install, and configure the firewall management system with capabilities to provide the real time health status of all the firewall modules on the dashboard for CPU and memory utilization, state table, total number of concurrent connections and the connections/second counter.
	
	

	IFW-REQ-100
	The Vendor shall supply, install, and configure the Firewall Management system with capabilities for role-based administration with multiple administrators and separation of duties should be supported. Configuration conflict should be avoided automatically when multiple administrators work together.
	
	

	IFW-REQ-101
	The Vendor shall supply, install, and configure the Firewall solution with capabilities for advance logging features to log indexing capability for faster log search & log optimization.
	
	

	IFW-REQ-102
	The Vendor shall supply, install, and configure a firewall that supports granular device and role-based administration for large enterprises and multi-tenancy deployments.
	
	

	IFW-REQ-103
	The Vendor shall supply, install, and configure the Firewall solution with capabilities to segment the rule base in a sub-policy structure in which only relevant traffic is being forwarded to relevant policy segment for an autonomous system.
	
	

	IFW-REQ-104
	The Vendor shall supply, install, and configure the Firewall solution with capabilities to have the granularity of administrators that works on parallel on same policy without interfering each other.
	
	

	IFW-REQ-105
	The Vendor shall supply, install, and configure the Firewall solution that allows comprehensive alert builders with capabilities to include customizable threshold setting to take actions when a certain threshold is reached on a gateway. Actions must include Log, alert, send an SNMP trap, send an email, and execute a user defined alert.
	
	

	IFW-REQ-106
	Solution must have consolidated Threat Prevention dashboard for full threat visibility across networks and endpoints.
	
	

	IFW-REQ-107
	The solution must provide detailed event analysis for Threat Prevention Controls Anti-Malware, Anti-Bot, IPS, Application Control etc. need to be provided with Real-Time and Historical reporting all the components.
	
	

	IFW-REQ-108
	The Vendor shall supply, install, and configure a firewall solution that supports at least 5GB/Day of logs.
	
	

	IFW-REQ-109
	The Vendor shall supply, install, and configure a firewall that support Indicators of Compromise License.
	
	

	IFW-REQ-110
	The Vendor shall supply, install, and configure a firewall that support centralized software upgrades and security updates for the managed devices.
	
	

	IFW-REQ-111
	The Vendor shall supply, install, and configure a firewall that support Hierarchical Objects Database, reuse of common configurations.
	
	

	IFW-REQ-112
	The Vendor shall supply, install, and configure a firewall that support automated device discovery support and maintain policies on same device types.
	
	

	IFW-REQ-113
	The Vendor shall supply, install, and configure a firewall that support workflow integration for change control management.
	
	

	IFW-REQ-114
	The Vendor shall supply, install, and configure a firewall that support detailed revision tracking, and thorough auditing capabilities.
	
	

	IFW-REQ-115
	The Vendor shall supply, install, and configure a firewall that support automated templates and scripts for device provisioning automation and policy installation with JSON APIs or XML API, to reduce your management burden and operational costs.
	
	

	IFW-REQ-116
	The Vendor shall supply, install, and configure a firewall that support integrated logging, and tighter integration & correlation of events & policies.
	
	

	IFW-REQ-117
	The Vendor shall supply, install, and configure a firewall that support automated Indicators of Compromise (IOC).
	
	

	IFW-REQ-118
	The Vendor shall supply, install, and configure a firewall that support Network Operation Center (NOC) and Security Operation Center (SOC) functionality.
	
	

	IFW-REQ-119
	The Vendor shall supply, install, and configure a firewall solution that support SOAR capabilities such as creation of playbooks for automated response of incidents.
	
	

	IFW-REQ-120
	The Vendor shall supply, install, and configure a firewall that support syslog or CEF log forwarding for third-party solution integration.
	
	

	IFW-REQ-121
	The Vendor shall supply, install, and configure a firewall solution that support full Graphic summary reports, providing network wide reporting of events, activities, and trends.
	
	

	IFW-REQ-122
	The Vendor shall supply, install, and configure a firewall that support full centralized wireless spectrum analysis of the managed wireless access points.
	
	

	IFW-REQ-123
	The Vendor shall supply, install, and configure a firewall solution that with built in report templates.
	
	

	IFW-REQ-124
	The Vendor shall supply, install, and configure a firewall solution that offers simple and intuitive Google-like search experience and reports on network traffic, threats, network activities and trends across the network.
	
	

	IFW-REQ-125
	The solution should be configured to maintain logging for at least 90 days.
	
	

	IFW-REQ-126
	The firewall solution audit trail shall be deployed in such a manner that its contents cannot be modified using system administrator functionality and are protected from modification through other means.
	
	

	IFW-REQ-127
	The Vendor shall supply, install, and configure the firewall solution to provide event logs and audit trails in a form that is self-explanatory. The logs and audit trails should not be deciphered using other references or specialised training beyond that offered.
	
	

	IFW-REQ-128
	The Vendor shall supply, install, and configure the firewall solution with capabilities to query the following from an audit trail of user activity:
1. Query by system user.
2. Query by system item.
3. Query by system action.
4. Query by time range.
5. Searchable by keyword.
	
	

	IFW-REQ-129
	The Vendor shall supply, install, and configure the firewall solution with capabilities to audit all activities and to identify the user and date of each activity, including any changes to the system configurations.
	
	

	IFW-REQ-130
	The Vendor shall provide and test a comprehensive migration plan prior to Go-Live. The plan shall be accompanied with a checklist with all items successfully passed.
	
	

	IFW-REQ-131
	The Vendor shall perform post-migration service testing of the implemented firewall solution. 
	
	

	IFW-REQ-132
	The Vendor shall provide back-to-back 24x7 support (onsite and remote) for a period one (1) year renewable for a period of not more than three (3) years after satisfactory support service. The support shall cover advanced device replacement in case of failure for all hardware supplied under this solution.
	
	

	IFW-REQ-133
	The Vendor shall ensure successful implementation, deployment, data migration, testing, documentation, training, ongoing support to users and maintenance of the system application.
	
	

	IFW-REQ-134
	The solution shall support remote upgrade and installation of agents.
	
	

	IFW-REQ-135
	The Vendor shall supply, install, and configure the firewall solution with capabilities to support Automatic Group Assignment of policies.
	
	

	IFW-REQ-136
	The Vendor shall supply, install, and configure a firewall solution with capabilities to provide for user account creation that includes but not limited to the following attributes: 
1. Username
2. Password change date
3. User account creation date
4. Password expiry after a configurable number of days
5. Password complexity rules that can be configured as required.
6. Password length rules that can be configured as required.
7. Password change restriction for a configurable period after a recent successful password change (to prevent password history bypass).
	
	

	IFW-REQ-137
	The Vendor shall supply, install, and configure a firewall solution with the following password management features:
1. User definable minimum password length.
2. User definable password complexity enforcement.
3. User definable maximum password age.
4. User definable passwords re-use restrictions combined with minimum password age (“password history enforcement”).
	
	

	IFW-REQ-138
	The Vendor shall supply, install, and configure a firewall solution to allow for authentication of users by username and password to control access to user-perceivable features. 
	
	

	IFW-REQ-139
	The Vendor shall supply, install, and configure a firewall solution with capabilities to enable switching of user accounts between different states e.g., active, suspended, etc.
	
	

	IFW-REQ-140
	The Vendor shall supply, install, and configure a firewall solution with capabilities to enable marking of user account as terminated but it shall not be possible to delete a user account. Details for terminated accounts must be maintained (in a ‘terminated’ state).
	
	

	IFW-REQ-141
	The Vendor shall supply, install, and configure a firewall solution with capabilities to facilitate controlled access to restricted data to users who have valid accounts with appropriate privileges to the information being accessed.
	
	

	IFW-REQ-142
	The Vendor shall supply, install, and configure a firewall solution with capabilities to allow customization of separation of duties.
	
	

	IFW-REQ-143
	The Vendor shall supply, install, and configure a firewall solution with capabilities to inhibit the display of passwords whenever a user is prompted to enter a password.
	
	

	IFW-REQ-144
	The Vendor shall supply, install, and configure a firewall solution with capabilities to store all passwords in the system as hashed and salted.
	
	

	IFW-REQ-145
	A user shall be able to logout of the system. Subsequent attempts to access the system, e.g., by using the Back button in a web browser shall prompt the user to login again.
	
	

	IFW-REQ-146
	If the system uses web browser cookies, the cookies shall be non-persistent cookies.
	
	

	IFW-REQ-147
	The systems shall record the details of the failure to login in the system logs.
	
	

	IFW-REQ-148
	The system shall be configured to enable a user to logout of the system. Subsequent attempts to access the firewall system, e.g., by using the Back button in a web browser shall prompt the user to login again.
	
	

	IFW-REQ-149
	The Vendor shall provide evidence of penetration testing performed regularly on the system application and infrastructure.
	
	

	IFW-REQ-150
	The Vendor shall provide evidence of 24x7 physical security of hosting facilities encompassing all computer and network communication systems.
	
	

	IFW-REQ-151
	The Vendor shall configure the system to provide user ID and password security required.  Limit number of attempts with incorrect password.
	
	

	IFW-REQ-152
	The Vendor shall configure the system to suppress passwords, so they do not appear on the terminal as they are being entered.
	
	

	IFW-REQ-153
	The Vendor shall configure the system to report attempts of unauthorized system access of use.
	
	

	IFW-REQ-154
	The Vendor shall configure the system with ability to define access categories for groups of users.
	
	

	IFW-REQ-155
	The Vendor shall configure the system with a user-definable automatic time-out feature with inactivity. 
	
	

	IFW-REQ-156
	The Vendor shall configure the system with access privilege controls.
	
	

	IFW-REQ-157
	The system must be installed and configured with capability to define security for users with varying levels of allowed access.
	
	

	IFW-REQ-158
	The Vendor shall configure the system to provide self-installable product updates and service packs via CD or downloads over the internet.
	
	

	IFW-REQ-159
	The Vendor shall supply, install, and configure the firewall solution with the following access control features:
1. Access rights can be granted to an individual user or user group.
2. Allows automatic access right inheritance from parent to subfolders and files to ensure proper access right control while minimising administrative effort.
3. Allows individual password protection for specific files and folders.
4. Read-only and read-write permissions.
	
	

	IFW-REQ-160
	The firewall solution shall be implemented and configured to limit the rights and permissions to access critical data and reports.  
The Vendor shall describe mechanism to ensure that there is no modification done on data and reports.
	
	

	IFW-REQ-161
	The firewall solution shall be implemented and configured to report on the user rights and permissions of the users created on the system. The reports shall include the following fields:
1. The user account name.
2. Date of creation of user account.
3. Last date and time a given user last accessed the system.
4. The user rights and permissions.
	
	

	IFW-REQ-162
	The firewall solution shall be implemented and configured to identify user logins to the system using the user ID.
	
	

	IFW-REQ-163
	The firewall solution shall be installed and configured to customize user menus and screens based on user access authority.
	
	

	IFW-REQ-164
	The firewall solution shall be implemented and configured to provide for Role Based Access Control (RBAC) of the system administration features.
	
	

	IFW-REQ-165
	The firewall solution shall be configured with support for online and offline accessibility across all platforms.
	
	

	IFW-REQ-166
	The firewall solution shall be configured to allow an authorised user export data to other formats such as pdf, doc, xls.
	
	

	IFW-REQ-167
	The firewall solution shall be implemented and configured with the following Role Based Access Control features:
1. Maintenance of system roles.
2. Assignment of roles to system users.
The system roles will group specific functions of the system – e.g., user account management, system configuration management, etc.
	
	

	IFW-REQ-168
	The firewall solution shall be implemented and configured with the following user account management features:
1. Password protected user login.
2. Enforce the creation of a new password after a system administrator reset.
3. Automatic account lock-out after user definable idle period.
4. Automatic account lock-out after user-definable number of invalid login attempts.
5. Prohibition of concurrent logins for a single user.
	
	

	IFW-REQ-169
	The firewall solution shall be configured to ensure that its configurations can be backed up and stored on a separate storage.
	
	

	IFW-REQ-170
	The firewall solution shall be supplied, installed, and configured with capabilities to carryout daily differentials, weekly and monthly full backups at the data centres.
	
	

	IFW-REQ-171
	The Vendor shall supply, install, configure, and deploy one firewall at the primary site (Production site) and the other at the secondary site (Business Resumption Site).
	
	

	IFW-REQ-172
	The firewall Solution shall be supplied with a Manufacturer’s Warranty of one (1) year, parts, and labour. 
	
	

	IFW-REQ-173
	The Vendor shall provide training to DPF personnel to enable them carry out the recommended system housekeeping, administration and first level maintenance tasks. Such training shall consist of modules authorized by the manufacturer and carried out by personnel certified to provide the training.
	
	

	IFW-REQ-174
	The training shall be carried out by personnel certified to provide the training.
	
	

	IFW-REQ-175
	The Vendor shall provide written documentation tailored to system administration, maintenance, and support of the supplied solution.
	
	

	IFW-REQ-176
	The Vendor shall assist DPF to prepare the firewall configuration documentation describing how the firewall has been configured and deployed.
	
	

	IFW-REQ-177
	The Vendor shall provide all required documentation such as policies and SOPs, for setting up the firewall.
	
	

	IFW-REQ-178
	The Vendor shall provide maintenance and support services for the firewall, which shall include the correction of identified bugs, and the prompt restoration to full operation in the event of a fault for the duration of the support and maintenance contract.
	
	

	IFW-REQ-179
	The Vendor shall have to conduct quarterly Preventive Maintenance to ensure that the firewall solution functions without defect. The Preventive Maintenance shall be as may be agreed in the Service Level Agreement. 
The Preventive Maintenance Activity will include: 
1. Review of system logs. 
2. Configuration items support coverage review.
3. Configuration good practice and vulnerability review.
4. Upgrades, updates, and patches shall be applied as required Recommendations/ suggestions should be prioritised and typically included in a detailed report which should be submitted quarterly.
	
	

	IFW-REQ-180
	The firewall solution documentation shall include all original Manufacturers’ documentation in English. Such documentation shall include user guides, configuration guides, and system administrator references. 
	
	

	IFW-REQ-181
	The Vendor shall prepare and deliver the firewall configuration documents, in English, on all configurable firewall Solution components, which describe the configuration of the system as deployed at the Deposit Protection Fund of Uganda.
	
	

	IFW-REQ-182
	The Vendor shall assist DPF to prepare Standard Operating Procedures of common system administration and maintenance tasks, by providing information, and reviewing drafts.  
	
	

	IFW-REQ-183
	The Vendor shall be ISO/IEC 27001 certified for Information Security Management.
The Vendor is required to attach a copy of the ISO/IEC 27001 certificate for Information Security Management.
	
	

	IFW-REQ-184
	The Vendor shall be able to provide 24/7 operational helpdesk where the Fund can log a call through e-mail/telephone.
	
	

	IFW-REQ-185
	The Vendor shall provide documentary evidence from the firewall Manufacturer that they have personnel with the required skills to maintain and support the system.
	
	

	IFW-REQ-186
	The Vendor shall propose a Service Level Agreement that shall take effect during the maintenance period stated. This Maintenance agreement shall commit the Vendor to the following minimum Service Levels (SLs):
1. Response Time to highest priority calls – Thirty minutes maximum.
2. Repair Time for highest priority calls – 2 hours maximum.
3. Response Time to Low Priority Calls-2 hours maximum
4. Repair Time to Low Priority Calls-4 hours maximum.
a) Highest priority calls – calls originated by DPF to report that essential functions of the system cannot operate or are inaccessible.
b) Lowest Priority calls- calls originated by DPF to request for assistance with a feature/configuration change. 
c) Response Time – time within which personnel nominated by the Vendor shall reach the affected site or remote login in response to a support call.
d) Repair Time – time within which essential functions of the system are restored (either through permanent resolution or work-around) after a support call.
	
	

	IFW-REQ-187
	The Vendor shall provide maintenance and support services in the following ways:
1. Physical presence at DPF Offices.
2. Remote login to the system.
	
	

	IFW-REQ-188
	The Vendor shall be required to follow established vulnerability hardening procedures for the DPF and adhere to respective maintenance windows. This will help mitigate incidents that may arise during the implementation and maintenance of the firewall solution.
	
	

	IFW-REQ-189
	The Vendor shall provide documentary evidence from the Manufacturer that the system shall continue to be supplied at least five (5) years from the date of purchase.
This stipulation is to ensure that the proposed solution remains accessible in the market for a duration of no less than five (5) years, thereby preventing the Vendor from delivering a solution that is on the brink of discontinuation.
	
	

	IFW-REQ-190
	The implemented firewall shall undergo functional, acceptance / performance testing after completion of installation and commissioning of all the components of the solution at the sites of installation as per schedule of requirement.
The Vendor shall be responsible for setting up and providing support during the acceptance testing exercise without any extra cost to the Fund.
	
	

	IFW-REQ-191
	The firewall solution shall be subjected to a vulnerability assessment exercise.
	
	

	IFW-REQ-192
	If any problems are found during the test period, the firewall system Administrator will notify the Vendor to correct the problem.
	
	

	IFW-REQ-193
	After all known problems have been resolved or the end of the test period, whichever is later, the firewall system Administrator will accept the implementation plan as complete and authorize the release of the final payment to the Vendor.
	
	

	IFW-REQ-194
	The proposed solution shall be deemed to have been accepted by the Fund, after its commissioning, when all the activities as defined in the scope of work related to the acceptance of solution have been successfully executed. 
	
	

	IFW-REQ-195
	The system shall be deemed to have been commissioned when all the activities defined under the scope of work, for commissioning of system, have been successfully executed and completed.
	
	

	IFW-REQ-196
	On completion of the assignment, the Vendor will provide an infrastructure design documentation sign-off to close the project.
	
	

	IFW-REQ-197
	The Vendor shall provide documented actions taken on resolving issues encountered during the implementation, UAT and deployment.
	
	

	IFW-REQ-198
	The Vendor shall provide a fully configured, patched, tested and functional firewall solution.
	
	

	IFW-REQ-199
	The Vendor shall propose an implementation plan for all the activities that shall be necessary to complete the implementation of the firewall solution (i.e., installation, configuration, training, acceptance testing and commissioning).
The plan shall highlight the assumptions and dependencies to ensure that the Vendor will be able to deliver the required solution from the date of contract award.
	
	

	IFW-REQ-200
	The Vendor shall propose the composition of the project team. Details of personnel nominated on the project team to participate in the implementation shall include the following:
1. Names
2. Roles
3. CVs
4. Proof of the relevant certifications 
	
	

	IFW-REQ-201
	The Vendor must demonstrate a minimum of three (3) years of experience in Cyber Security and IT equipment maintenance within an environment comparable in magnitude and complexity to that of the Fund. Proof of this experience is required, with a documented history of delivering similar systems for a minimum of three (3) years. 
Additionally, the Vendor is expected to submit a minimum of three (3) examples of similar assignments completed for organizations to which they have supplied comparable firewall security solutions.
	
	

	IFW-REQ-202
	The Vendor is expected to submit Curriculum Vitae (CVs) for a minimum of two (2) certified specialists who will be responsible for executing the support and maintenance of the proposed solution. This requirement is essential to ensure a competent and adequately staffed team is in place to deliver effective ongoing support, maintaining the solution's optimal functionality and promptly addressing any potential issues that may arise during its operational lifespan.
	
	

	IFW-REQ-203
	The Vendor shall provide Proof of Authorization and Certification from the selected firewall brand stating that the bidder is Authorized to resell and support the systems in Uganda.
	
	

	IFW-REQ-204
	The Vendor shall submit a minimum of three (3) similar assignments from organizations to which they have supplied similar firewall security solution.
	
	

	IFW-REQ-205
	The Vendor shall provide details of all pre-requisites for the implementation of the hybrid environment, which they expect DPF to provide before commencement of the implementation.
	
	




The detailed technical evaluation will examine the technical specification of the items offered in column c and determine whether this meets the minimum specification in column b.  Bidders must complete column c or the bid will be rejected.  Bidders are required to use column d to include technical literature to support the details provided in column c. 
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5.	Inspections and Tests
Procurement Reference Number: DPF/SUPLS/2023-24/0015
	List of Inspections and Tests

	Items subject to Inspection and Tests;
	An Internal Segmentation Firewall 

	Type of inspection or tests and the standards to be met; 
	Pre-acceptance verification of the system

	Location of the inspection or tests; 

	DPF Offices, Level 3 – AHA Towers

	Inspection agency;

	DPF

	Timing of the inspection;

	At delivery 

	Notifications or documentation required from the provider;
	Invoice, Delivery Note, Certificate of Origin, Pre- delivery inspection document

	Provision of any samples for inspection;
	Not Applicable

	Cost of the inspection; 

	Not Applicable

	Arrangements and costs for any re-inspection required; 
	Refer to Warranty

	Any other relevant details. 

	Any items not meeting the Fund requirements will be rejected





Part 2:  Section 6	Statement of Requirements
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Section 7:  General Conditions of Contract
for the Procurement of Supplies 

	[bookmark: _Toc339525403]1.	Definitions
	

		The following words and expressions shall have the meanings hereby assigned to them:
(a)	“Completion” means the fulfilment of the Related Services by the Provider in accordance with the terms and conditions set forth in the Contract.
(b)	“Contract” means the Agreement entered into between the Procuring and Disposing Entity and the Provider, together with the Contract Documents referred to therein, including all attachments, appendices, and all documents incorporated by reference therein.
(c)	“Contract Documents” means the documents listed in the Agreement, including any amendments thereto.
(d)	“Contract Price” means the price payable to the Provider as specified in the Agreement, subject to such additions and adjustments thereto or deductions there from, as may be made pursuant to the Contract.
(e)	“Day” means working day.
(f)	“Delivery” means the transfer of the Supplies from the Provider to the Procuring and Disposing Entity in accordance with the terms and conditions set forth in the Contract.
(g)	“Eligible Countries” means the countries and territories eligible as listed in the SCC.
(h)	“GCC” means the General Conditions of Contract.
(i)	“Procuring and Disposing Entity” means the entity purchasing the Supplies and Related Services, as specified in the Agreement.
(j)	“Provider” means the natural person, private or government entity, or a combination of the above, whose bid to perform the Contract has been accepted by the Procuring and Disposing Entity and is named as such in the Agreement, and includes the legal successors or permitted assigns of the Provider.
(k)	“Related Services” means the services incidental to the provision of Supplies, such as insurance, installation, training and initial maintenance and other similar obligations of the Provider under the Contract.
(l)	“SCC” means the Special Conditions of Contract.
(m)	“Subcontractor” means any natural person, private or government entity, or a combination of the above, including its legal successors or permitted assigns, to whom any part of the Supplies to be provided or execution of any part of the Related Services is subcontracted by the Provider.
(n)	“Supplies” means goods, raw materials, products, livestock, assets, land, equipment or objects of any kind and description in solid, liquid or gaseous form, or in the form of electricity, or intellectual and proprietary rights as well as works or services incidental to the provision of such supplies where the value of such works or services does not exceed the value of the supplies. 
(o)	“The Site,” where applicable, means the place named in the SCC.
(p)	“Tribunal” means the Tribunal established under the Public Procurement and Disposal of Public Assets Act, 2003.

	[bookmark: _Toc339525404]2.	Contract Documents
	

	2.1	The documents forming the Contract shall be interpreted in the following order of priority:
(a)	Agreement,
(b)	The Provider’s Bid, as amended by any clarifications,
(c)	Special Conditions of Contract,
(d)	General Conditions of Contract,
(e)	Statement of Requirements,
(f)	any other document listed in the SCC as forming part of the Contract. 
2.2	Subject to the order of precedence set forth in Sub-Clause 2.1, all documents forming the Contract (and all parts thereof) are intended to be correlative, complementary, and mutually explanatory.

	[bookmark: _Toc339525405]3.	Corrupt Practices
	

	3.1	It is the Government of Uganda’s policy to require that Procuring and Disposing Entities, as well as Bidders and Providers under Government financed contracts, observe the highest standard of ethics during the procurement and execution of such contracts.  In pursuit of this policy, the Government of Uganda:
(a)	defines, for the purposes of this provision, the terms set forth below as follows:
(i)	“corrupt practice” means the offering, giving, receiving, or soliciting, directly or indirectly, of anything of value, to influence the action of a public official in the procurement process or in contract execution; and
(ii)	“fraudulent practice” is any act or omission, including a misrepresentation, that knowingly or recklessly misleads, or attempts to mislead, a party to obtain a financial or other benefit or to avoid an obligation; 
(iii)	“collusive practice” is an arrangement between two or more parties designed to achieve an improper purpose, including to influence improperly the actions of another party;
(iv)	“coercive practice” is impairing or harming, or threatening to impair or harm, directly or indirectly, any party or the property of the party to influence improperly the actions of a party;
(b)	will suspend a firm, either indefinitely or for a stated period of time, from being awarded a Government funded contract if it at any time determines that the firm has engaged in corrupt, fraudulent, collusive or coercive practices in competing for, or in executing, a Government funded Contract.
3.2	The Provider shall permit the Government of Uganda to inspect the Provider’s accounts and records relating to the performance of the Provider and to have them audited by auditors appointed by the Government of Uganda, if so required by the Government.
3.3	In pursuit of the policy defined in Sub-Clause 3.1, the Procuring and Disposing Entity may terminate a Contract for Supplies if it at any time determines that corrupt, fraudulent, collusive or coercive practices were engaged in by representatives of the Procuring and Disposing Entity or of a Provider, during the procurement or the execution of that contract, in accordance with GCC 36.1.

	[bookmark: _Toc339525406]4.	Interpretation
	

	4.1	If the context so requires it, singular means plural and vice versa.
4.2	Incoterms
(a)	Unless otherwise specified in the SCC, the meaning of any trade term and the rights and obligations of parties there under shall be as prescribed by Incoterms.
(b)	EXW, CIP, and other similar terms, shall be governed by the rules prescribed in the edition of Incoterms, published by the International Chamber of Commerce as specified in the SCC.

	4.3	Entire Agreement
The Contract constitutes the entire agreement between the Procuring and Disposing Entity and the Provider and supersedes all communications, negotiations and agreements (whether written or oral) of parties with respect thereto made prior to the date of Contract.

	4.4	Amendment
No amendment or other variation of the Contract shall be valid unless it is in writing, is dated, expressly refers to the Contract, and is signed by a duly authorised representative of each party thereto.

	4.5	Non-waiver
(a)	Subject to GCC Sub-Clause 4.5(b) below, no relaxation, forbearance, delay, or indulgence by either party in enforcing any of the terms and conditions of the Contract or the granting of time by either party to the other shall prejudice, affect, or restrict the rights of that party under the Contract, neither shall any waiver by either party of any breach of Contract operate as waiver of any subsequent or continuing breach of Contract.
(b)	Any waiver of a party’s rights, powers, or remedies under the Contract must be in writing, dated, and signed by an authorised representative of the party granting such waiver, and must specify the right and the extent to which it is being waived.

	4.6	Severability
If any provision or condition of the Contract is prohibited or rendered invalid or unenforceable, such prohibition, invalidity or unenforceability shall not affect the validity or enforceability of any other provisions and conditions of the Contract.

	[bookmark: _Toc339525407]5.	Language
	

	5.1	The Contract as well as all correspondence and documents relating to the Contract exchanged by the Provider and the Procuring and Disposing Entity, shall be written in English unless specified otherwise in the SCC.  Supporting documents and printed literature that are part of the Contract may be in another language provided they are accompanied by an accurate translation of the relevant passages in the language specified, in which case, for purposes of interpretation of the Contract, this translation shall govern.
5.2	The Provider shall bear all costs of translation to the governing language and all risks of the accuracy of such translation.

	[bookmark: _Toc339525408]6.	Joint Venture, Consortium or Association
	

		Unless otherwise specified in the SCC, if the Provider is a joint venture, consortium, or association, all of the parties shall be jointly and severally liable to the Procuring and Disposing Entity for the fulfilment of the provisions of the Contract and shall designate one party to act as a leader with authority to bind the joint venture, consortium, or association. The composition or the constitution of the joint venture, consortium, or association shall not be altered without the prior consent of the Procuring and Disposing Entity.

	[bookmark: _Toc339525409]7.	Eligibility
	

	7.1	The Provider and its Subcontractors shall have the nationality of an eligible country.  A Provider or Subcontractor shall be deemed to have the nationality of a country if it is a citizen or constituted, incorporated, or registered, and operates in conformity with the provisions of the laws of that country.   
7.2	All Supplies and Related Services to be supplied under the Contract shall have their origin in Eligible Countries. For the purpose of this Clause, origin means the country where the Supplies have been grown, mined, cultivated, produced, manufactured, or processed, or through manufacture, processing, or assembly, another commercially recognised article results that differs substantially in its basic characteristics from its imported components. 
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	8.1	Any notice given by one party to the other pursuant to the Contract shall be in writing to the address specified in the SCC.  The term “in writing” means communicated in written form with proof of receipt.
8.2	A notice shall be effective when delivered or on the notice’s effective date, whichever is later.

	[bookmark: _Toc339525411]9.	Governing Law
	

		The Contract shall be governed by and interpreted in accordance with the laws of Uganda unless otherwise specified in the SCC.
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	10.1	The Procuring and Disposing Entity and the Provider shall make every effort to resolve amicably by direct informal negotiation any disagreement or dispute arising between them under or in connection with the Contract.

	10.2	If the parties fail to resolve such a dispute or difference by mutual consultation within twenty-eight (28) days from the commencement of such consultation, either party may require that the dispute be referred for resolution under the Arbitration and Conciliation Act of Uganda Cap 4 or such other formal mechanism specified in the SCC.  

	[bookmark: _Toc339525413]11.	Scope of Supply
	

	11.1	The Supplies and Related Services to be provided shall be as specified in the Statement of Requirements.
11.2	The Supply shall include all such items not specifically mentioned in the Contract but that can be reasonably inferred from the Contract as being required for attaining Delivery and Completion of the Supplies and Related Services as if such items were expressly mentioned in the Contract. 

	[bookmark: _Toc339525414]12.	Delivery and Documents 
	

		Subject to GCC Sub-Clause 33.1, the Delivery of the Supplies and Completion of the Related Services shall be in accordance with the Delivery and Completion Schedule specified in the Statement of Requirements. 

	[bookmark: _Toc339525415]13.	Provider’s Responsibilities
	

		The Provider shall provide all the Supplies and Related Services included in the Scope of Supply in accordance with GCC Clause 11, and the Delivery and Completion Schedule, as per GCC Clause 12.

	[bookmark: _Toc339525416]14.	Procuring and Disposing Entity’s Responsibilities
	

	14.1	Whenever the provision of Supplies and Related Services requires that the Provider obtain permits, approvals, and import and other licenses from local public authorities in Uganda, the Procuring and Disposing Entity shall, if so required by the Provider, make its best effort to assist the Provider in complying with such requirements in a timely and expeditious manner.
14.2	The Procuring and Disposing Entity shall pay all costs involved in the performance of its responsibilities, in accordance with GCC Sub-Clause 14.1.
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	15.1	The Contract Price shall be as specified in the Agreement subject to any additions and adjustments thereto, or deductions therefrom, as may be made pursuant to the Contract.  

	15.2	Prices charged by the Provider for the Supplies delivered and the Related Services performed under the Contract shall not vary from the prices quoted by the Provider in its bid, with the exception of any price adjustments authorised in the SCC. 
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	16.1	The Contract Price shall be paid as specified in the SCC.
16.2	The Provider’s request for payment shall be made to the Procuring and Disposing Entity in writing, accompanied by invoices describing, as appropriate, the Supplies delivered and Related Services performed, and by the documents submitted pursuant to GCC Clause 12 and upon fulfilment of all the obligations stipulated in the Contract.

	16.3	Unless otherwise specified in the SCC, payments shall be made promptly by the Procuring and Disposing Entity, no later than thirty (30) days after submission of an invoice or request for payment by the Provider, and its certification by the Procuring and Disposing Entity.  The Procuring and Disposing Entity shall certify or reject such invoices or payment requests within five (5) days from receipt.  Where such invoices or payment requests are rejected, the Procuring and Disposing Entity shall advise the Provider of the reasons for rejection.
16.4	The currency or currencies in which payments shall be made to the Provider under this Contract shall be specified in the SCC. 


	[bookmark: _Toc310458091]17	Advance Payment Guarantee
17.1 	Unless otherwise stated in the SCC, where any payment is made in advance of delivery of any Supplies or Related Services, payment of the advance payment shall be made against the provision by the Provider of a bank guarantee or an on demand insurance bond with proof of re-insurance, for the same amount, and shall be valid for the period stated in the SCC.  
17.2 	Should the advance payment guarantee cease to be valid and the Provider fails to re-validate it, a deduction equal to the amount of the advance payment may be made by the Procuring and Disposing Entity from future payments due to the Provider under the contract.
17.3 	If a Contract is terminated for any reason, the guarantee securing the advance may be invoked in order to recover the balance of the advance still owed by the Provider.
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	18.1	Except as otherwise specifically provided in the SCC, the Provider shall bear and pay all taxes, import duties, and levies imposed on the Provider, by all municipal, state or national government authorities, both within and outside Uganda, in connection with the Supplies and Related Services to be supplied under the Contract.
18.2	Notwithstanding GCC Sub-Clause 18.1, and unless otherwise specified in the SCC, the Procuring and Disposing Entity shall bear and promptly pay all taxes, import duties, and levies imposed by law in Uganda on the Supplies and Related Services when such Supplies and Related Services are supplied from and delivered or completed outside Uganda.   
18.3	If any tax exemptions, reductions, allowances or privileges may be available to the Provider in Uganda, the Procuring and Disposing Entity shall use its best efforts to enable the Provider to benefit from any such tax savings to the maximum allowable extent.
18.4	For the purpose of the Contract, it is agreed that the Contract Price specified in the Agreement is based on the taxes, duties, levies, and charges prevailing at the date twenty-eight (28) days prior to the date of bid submission in Uganda (called “tax” in this sub-clause).  If any tax rates are increased or decreased, a new tax is introduced, an existing tax is abolished, or any change in interpretation or application of any tax occurs in the course of the performance of the Contract, which was or will be assessed on the Provider, its Subcontractors, or their employees in connection with performance of the Contract, an equitable adjustment to the Contract Price shall be made to fully take into account any such change by addition to or reduction from the Contract Price, as the case may be.
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	19.1	If so stated in the SCC, the Provider shall, within twenty-one (21) days of the notification of contract award, provide a Performance Security for the due performance of the Contract in the amount and currency specified in the SCC or in a freely convertible currency acceptable to the Procuring and Disposing Entity.
19.2	The proceeds of the Performance Security shall be payable to the Procuring and Disposing Entity as compensation for any loss resulting from the Provider’s failure to complete its obligations under the Contract.
19.3	The Performance Security shall be in one of the forms stipulated by the Procuring and Disposing Entity in the SCC, or in another form acceptable to the Procuring and Disposing Entity.
19.4	The Performance Security shall be discharged by the Procuring and Disposing Entity and returned to the Provider not later than twenty-eight (28) days following the date of completion of the Provider’s performance obligations under the Contract, including any warranty obligations, unless specified otherwise in the SCC.
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		The copyright in all drawings, documents, and other materials containing data and information furnished to the Procuring and Disposing Entity by the Provider herein shall remain vested in the Provider, or, if they are furnished to the Procuring and Disposing Entity directly or through the Provider by any third party, including Providers of materials, the copyright in such materials shall remain vested in such third party.
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	21.1	The Procuring and Disposing Entity and the Provider shall keep confidential and shall not, without the written consent of the other party hereto, divulge to any third party any documents, data, or other information furnished directly or indirectly by the other party hereto in connection with the Contract, whether such information has been furnished prior to, during or following completion or termination of the Contract.  Notwithstanding the above, the Provider may furnish to its Subcontractor such documents, data, and other information it receives from the Procuring and Disposing Entity to the extent required for the Subcontractor to perform its work under the Contract, in which event the Provider shall obtain from such Subcontractor an undertaking of confidentiality similar to that imposed on the Provider under GCC Clause 21.

	21.2	The Procuring and Disposing Entity shall not use such documents, data, and other information received from the Provider for any purposes unrelated to the contract.  Similarly, the Provider shall not use such documents, data, and other information received from the Procuring and Disposing Entity for any purpose other than the design, procurement, or other work and services required for the performance of the Contract.

	21.3	The obligation of a party under GCC Sub-Clauses 21.1 and 21.2 above, however, shall not apply to information that:
(a)	the Procuring and Disposing Entity or Provider need to share with any institution participating in the financing of the Contract; 
(b)	now or hereafter enters the public domain through no fault of that party; 
(c)	can be proven to have been possessed by that party at the time of disclosure and which was not previously obtained, directly or indirectly, from the other party; or
(d)	otherwise lawfully becomes available to that party from a third party that has no obligation of confidentiality.

	21.4	The above provisions of GCC Clause 21 shall not in any way modify any undertaking of confidentiality given by either of the parties hereto prior to the date of the Contract in respect of the Supply or any part thereof.
21.5	The provisions of GCC Clause 21 shall survive completion or termination, for whatever reason, of the Contract.
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	22.1	The Provider shall notify the Procuring and Disposing Entity in writing of all subcontracts awarded under the Contract if not already specified in the bid. Subcontracting shall in no event relieve the Provider from any of its obligations, duties, responsibilities, or liability under the Contract.
22.2	Subcontracts shall comply with the provisions of GCC Clauses 3 and 7.  
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	23.1	Technical Specifications and Drawings
(a)	The Provider shall ensure that the Supplies and Related Services comply with the technical specifications and other provisions of the Contract.

	(b)	The Provider shall be entitled to disclaim responsibility for any design, data, drawing, specification or other document, or any modification thereof provided or designed by or on behalf of the Procuring and Disposing Entity, by giving a notice of such disclaimer to the Procuring and Disposing Entity.
(c)	The Supplies and Related Services supplied under this Contract shall conform to the standards mentioned in the Statement of Requirements and, when no applicable standard is mentioned, the standard shall be equivalent or superior to the official standards whose application is appropriate to the country of origin of the Supplies.

	23.2	Wherever references are made in the Contract to codes and standards in accordance with which it shall be executed, the edition or the revised version of such codes and standards shall be those specified in the Statement of Requirements. During Contract execution, any changes in any such codes and standards shall be applied only after approval by the Procuring and Disposing Entity and shall be treated in accordance with GCC Clause 34.
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	24.1	The Provider shall provide such packing of the Supplies as is required to prevent their damage or deterioration during transit to their final destination, as indicated in the Contract.  During transit, the packing shall be sufficient to withstand, without limitation, rough handling and exposure to extreme temperatures, salt and precipitation, and open storage.  Packing case size and weights shall take into consideration, where appropriate, the remoteness of the Supplies’ final destination and the absence of heavy handling facilities at all points in transit.

	24.2	The packing, marking, and documentation within and outside the packages shall comply strictly with such special requirements as shall be expressly provided for in the Contract, including additional requirements, if any, specified in the SCC, and in any other instructions ordered by the Procuring and Disposing Entity.
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		Unless otherwise specified in the SCC, the Supplies provided under the Contract shall be fully insured, in a freely convertible currency from an eligible country, against loss or damage incidental to manufacture or acquisition, transportation, storage, and delivery, in accordance with the applicable Incoterm or in the manner specified in the SCC.  
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		Responsibility for transportation of the Supplies shall be in accordance with the Incoterm specified in the SCC.
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	27.1	The Provider shall at its own expense and at no cost to the Procuring and Disposing Entity carry out all such tests and/or inspections of the Supplies and Related Services as are specified in the Statement of Requirements.

	27.2	The inspections and tests may be conducted on the premises of the Provider or its Subcontractor, at point of delivery, and/or at the Supplies’ final destination, or in another place in Uganda as specified in the Statement of Requirements.  Subject to GCC Sub-Clause 27.3, if conducted on the premises of the Provider or its Subcontractor, all reasonable facilities and assistance, including access to drawings and production data, shall be furnished to the inspectors at no charge to the Procuring and Disposing Entity.

	27.3	The Procuring and Disposing Entity or its designated representative shall be entitled to attend the tests and/or inspections referred to in GCC Sub-Clause 27.2, provided that the Procuring and Disposing Entity bears all of its own costs and expenses incurred in connection with such attendance including, but not limited to, all travelling and board and lodging expenses.

	27.4	Whenever the Provider is ready to carry out any such test and inspection, it shall give a reasonable advance notice, including the place and time, to the Procuring and Disposing Entity.  The Provider shall obtain from any relevant third party or manufacturer any necessary permission or consent to enable the Procuring and Disposing Entity or its designated representative to attend the test and/or inspection.

	27.5	The Procuring and Disposing Entity may require the Provider to carry out any test and/or inspection not required by the Contract but deemed necessary to verify that the characteristics and performance of the Supplies comply with the technical specifications codes and standards under the Contract, provided that the Provider’s reasonable costs and expenses incurred in the carrying out of such test and/or inspection shall be added to the Contract Price.  Further, if such test and/or inspection impedes the progress of manufacturing and/or the Provider’s performance of its other obligations under the Contract, due allowance will be made in respect of the Delivery Dates and Completion Dates and the other obligations so affected.

	27.6	The Provider shall provide the Procuring and Disposing Entity with a report of the results of any such test and/or inspection.
27.7	The Procuring and Disposing Entity may reject any Supplies or any part thereof that fail to pass any test and/or inspection or do not conform to the specifications.  The Provider shall either rectify or replace such rejected Supplies or parts thereof or make alterations necessary to meet the specifications at no cost to the Procuring and Disposing Entity, and shall repeat the test and/or inspection, at no cost to the Procuring and Disposing Entity, upon giving a notice pursuant to GCC Sub-Clause 27.4.  

	27.8	The Provider agrees that neither the execution of a test and/or inspection of the Supplies or any part thereof, nor the attendance by the Procuring and Disposing Entity or its representative, nor the issue of any report pursuant to GCC Sub-Clause 27.6, shall release the Provider from any warranties or other obligations under the Contract.
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		If so stated in the SCC and except as provided under GCC Clause 33, if the Provider fails to deliver any or all of the Supplies or perform the Related Services within the period specified in the Contract, the Procuring and Disposing Entity may without prejudice to all its other remedies under the Contract, deduct from the Contract Price, as liquidated damages, a sum equivalent to the percentage specified in the SCC of the Contract Price for each week or part thereof of delay until actual delivery or performance, up to a maximum deduction of the percentage specified in those SCC. Once the maximum is reached, the Procuring and Disposing Entity may terminate the Contract pursuant to GCC Clause 36.
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	29.1	The Provider warrants that all the Supplies are new, unused, and of the most recent or current models, and that they incorporate all recent improvements in design and materials, unless provided otherwise in the Contract.

	29.2	Subject to GCC Sub-Clause 23.1, the Provider further warrants that the Supplies shall be free from defects arising from any act or omission of the Provider or arising from design, materials, and workmanship, under normal use in the conditions prevailing in Uganda.

	29.3	Unless otherwise specified in the SCC, the warranty shall remain valid for twelve (12) months after the Supplies, or any portion thereof as the case may be, have been delivered to and accepted at the final destination indicated in the SCC, or for eighteen (18) months after the date of shipment or loading in the country of origin, whichever period concludes earlier.

	29.4	The Procuring and Disposing Entity shall give notice to the Provider stating the nature of any such defects together with all available evidence thereof, promptly following the discovery thereof.  The Procuring and Disposing Entity shall afford all reasonable opportunity for the Provider to inspect such defects.

	29.5	Upon receipt of such notice, the Provider shall, within two weeks or such other period specified in the SCC, expeditiously repair or replace the defective Supplies or parts thereof, at no cost to the Procuring and Disposing Entity.
29.6	If having been notified, the Provider fails to remedy the defect within the period specified in Sub-Clause 29.5, the Procuring and Disposing Entity may proceed to take within a reasonable period such remedial action as may be necessary, at the Provider’s risk and expense and without prejudice to any other rights which the Procuring and Disposing Entity may have against the Provider under the Contract.
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	30.1	The Provider shall, subject to the Procuring and Disposing Entity’s compliance with GCC Sub-Clause 30.2, indemnify and hold harmless the Procuring and Disposing Entity and its employees and officers from and against any and all suits, actions or administrative proceedings, claims, demands, losses, damages, costs, and expenses of any nature, including attorney’s fees and expenses, which the Procuring and Disposing Entity may suffer as a result of any infringement or alleged infringement of any patent, utility model, registered design, trademark, copyright, or other intellectual property right registered or otherwise existing at the date of the Contract by reason of:  
(a)	the installation of the Supplies by the Provider or their use in Uganda or where the Site is located; and 
(b)	the sale in any country of the products produced by the Supplies. 
Such indemnity shall not cover any use of the Supplies or any part thereof other than for the purpose indicated by or to be reasonably inferred from the Contract, neither any infringement resulting from the use of the Supplies or any part thereof, or any products produced thereby in association or combination with any other equipment, plant, or materials not supplied by the Provider, pursuant to the Contract.

	30.2	If any proceedings are brought or any claim is made against the Procuring and Disposing Entity arising out of the matters referred to in GCC Sub-Clause 30.1, the Procuring and Disposing Entity shall promptly give the Provider a notice thereof, and the Provider may at its own expense and in the Procuring and Disposing Entity’s name conduct such proceedings or claim and any negotiations for the settlement of any such proceedings or claim.

	30.3	If the Provider fails to notify the Procuring and Disposing Entity within twenty-eight (28) days after receipt of such notice that it intends to conduct any such proceedings or claim, then the Procuring and Disposing Entity shall be free to conduct the same on its own behalf. 
30.4	The Procuring and Disposing Entity shall, at the Provider’s request, afford all available assistance to the Provider in conducting such proceedings or claim, and shall be reimbursed by the Provider for all reasonable expenses incurred in so doing.

	30.5	The Procuring and Disposing Entity shall indemnify and hold harmless the Provider and its employees, officers, and Subcontractors from and against any and all suits, actions or administrative proceedings, claims, demands, losses, damages, costs, and expenses of any nature, including attorney’s fees and expenses, which the Provider may suffer as a result of any infringement or alleged infringement of any patent, utility model, registered design, trademark, copyright, or other intellectual property right registered or otherwise existing at the date of the Contract arising out of or in connection with any design, data, drawing, specification, or other documents or materials provided or designed by or on behalf of the Procuring and Disposing Entity.
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		Except in cases of gross negligence or wilful misconduct:
(a)	neither party shall be liable to the other party for any indirect or consequential loss or damage, loss of use, loss of production, or loss of profits or interest costs, provided that this exclusion shall not apply to any obligation of the Provider to pay liquidated damages to the Procuring and Disposing Entity; and
(b)	the aggregate liability of the Provider to the Procuring and Disposing Entity, whether under the Contract, in tort, or otherwise, shall not exceed the total contract value or such other amount specified in the SCC, provided that this limitation shall not apply to the cost of repairing or replacing defective equipment, or to any obligation of the Provider to indemnify the Procuring and Disposing Entity with respect to patent infringement.
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		Unless otherwise specified in the Contract, if after the date of the Bidding Document, any law, regulation, ordinance, order or bylaw having the force of law is enacted, promulgated, abrogated, or changed in Uganda or where the Site is located (which shall be deemed to include any change in interpretation or application by the competent authorities) that subsequently affects the Delivery Date and/or the Contract Price, then such Delivery Date and/or Contract Price shall be correspondingly increased or decreased, to the extent that the Provider has thereby been affected in the performance of any of its obligations under the Contract.  Notwithstanding the foregoing, such additional or reduced cost shall not be separately paid or credited if the same has already been accounted for in the price adjustment provisions where applicable, in accordance with GCC Clause 15.
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	33.1	The Provider shall not be liable for forfeiture of its Performance Security, liquidated damages, or termination for default if and to the extent that its delay in performance or other failure to perform its obligations under the Contract is the result of an event of Force Majeure.

	33.2	For purposes of this Clause, “Force Majeure” means an event or situation beyond the control of the Provider that is not foreseeable, is unavoidable, and its origin is not due to negligence or lack of care on the part of the Provider.  Such events may include, but not be limited to, acts of the Government of Uganda in its sovereign capacity, wars or revolutions, fires, floods, epidemics, quarantine restrictions, and freight embargoes.
33.3	If a Force Majeure situation arises, the Provider shall promptly notify the Procuring and Disposing Entity in writing of such condition and the cause thereof.  Unless otherwise directed by the Procuring and Disposing Entity in writing, the Provider shall continue to perform its obligations under the Contract as far as is reasonably practical, and shall seek all reasonable alternative means for performance not prevented by the Force Majeure event.
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	34.1	The Procuring and Disposing Entity may at any time order the Provider through notice in accordance with GCC Clause 8, to make changes within the general scope of the Contract in any one or more of the following:
(a)	drawings, designs, or specifications, where Supplies to be furnished under the Contract are to be specifically manufactured for the Procuring and Disposing Entity;
(b)	the method of shipment or packing;
(c)	the place of delivery; and 
(d)	the Related Services to be provided by the Provider.

	34.2	If any such change causes an increase or decrease in the cost of, or the time required for, the Provider’s performance of any provisions under the Contract, an equitable adjustment shall be made in the Contract Price or in the Delivery/Completion Schedule, or both, and the Contract shall accordingly be amended.  Any claims by the Provider for adjustment under this Clause must be asserted within twenty-eight (28) days from the date of the Provider’s receipt of the Procuring and Disposing Entity’s change order.
34.3	Prices to be charged by the Provider for any Related Services that might be needed but which were not included in the Contract shall be agreed upon in advance by the parties and shall not exceed the prevailing rates charged to other parties by the Provider for similar services.
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	35.1	If at any time during performance of the Contract, the Provider or its subcontractors should encounter conditions impeding timely delivery of the Supplies or completion of Related Services pursuant to GCC Clause 12, the Provider shall promptly notify the Procuring and Disposing Entity in writing of the delay, it’s likely duration, and its cause.  As soon as practicable after receipt of the Provider’s notice, the Procuring and Disposing Entity shall evaluate the situation and may at its discretion extend the Provider’s time for performance, in which case the extension shall be ratified by the parties by amendment of the Contract.

	35.2	Except in case of Force Majeure, as provided under GCC Clause 33, a delay by the Provider in the performance of its Delivery and Completion obligations shall render the Provider liable to the imposition of liquidated damages pursuant to GCC Clause 28, unless an extension of time is agreed upon, pursuant to GCC Sub-Clause 35.1.
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	36.1	The Procuring and Disposing Entity may, by not less than thirty days written notice of termination to the Provider (except in the event listed in paragraph (f) below, for which there shall be a written notice of not less than sixty days), such notice to be given after the occurrence of any of the events specified in GCC Clause 36.1 (a) to (g), terminate the Contract if:
(a)	the Provider fails to remedy a failure in the performance of its obligations within thirty days or within such other period agreed between the Parties in writing;
(b)	the Provider becomes, or if any of the Provider’s members becomes, insolvent or bankrupt or enters into any agreements with their creditors for relief of debt or take advantage of any law for the benefit of debtors or go into liquidation or receivership whether compulsory or voluntary other than for a reconstruction or amalgamation;
(c)	the Provider fails to comply with any final decision reached as a result of arbitration proceedings pursuant to GCC Clause 10.2 hereof;
(d)	the Provider submits to the Procuring and Disposing Entity a statement which has a material effect on the rights, obligations or interests of the Procuring and Disposing Entity and which the Procuring and Disposing Entity knows to be false;
(e)	the Provider is unable as the result of Force Majeure, to perform a material portion of the Services for a period of not less than sixty days; 
(f)	the Procuring and Disposing Entity, in its sole discretion and for any reason whatsoever, decides to terminate the Contract; 
(g)	the Provider, in the judgment of the Procuring and Disposing Entity, has engaged in corrupt, fraudulent, collusive or coercive practices in competing for or in executing the Contract; or  
(h) where the Tribunal directs that a contract should be terminated.
36.2	The Provider may, by not less than thirty days written notice to the Procuring and Disposing Entity, such notice to be given after the occurrence of any of the events specified in GCC Clause 36.2 (a) to (d) terminate the Contract if:
(a)	the Procuring and Disposing Entity is in material breach of its obligations pursuant to the Contract and has not remedied the same within thirty days (or such longer period as the Provider may have subsequently approved in writing) following the receipt by the Procuring and Disposing Entity of the Provider’s notice specifying such breach;
(b)	the Provider is unable as the result of Force Majeure, to perform a material portion of the Services for a period of not less than sixty days; or
(c)	the Procuring and Disposing Entity fails to comply with any final decision reached as a result of arbitration pursuant to GCC Clause 10.2 hereof.
36.3	If either Party disputes whether an event specified GCC Clauses 36.1 or GCC Clause 36.2 has occurred, such Party may, within thirty days after receipt of notice of termination from the other Party, refer the matter to arbitration pursuant to GCC Clause 10.2 and the Contract shall not be terminated on account of such event except in accordance with the terms of any resulting arbitral award.
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		Neither the Procuring and Disposing Entity nor the Provider shall assign, in whole or in part, their obligations under this Contract, except with prior written consent of the other party.
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The following Special Conditions of Contract (SCC) shall supplement the General Conditions of Contract (GCC).  Whenever there is a conflict, the provisions herein shall prevail over those in the GCC.

	GCC clause reference
	Special Conditions

	
	The Procurement Reference Number is: DPF/SUPLS/2023-24/0015

	GCC 1(g)
	The Eligible Countries are those listed in Section 5 of the Bidding Document. 

	GCC 1(o)
	The Site for delivery of the Supplies is: 
Deposit Protection Fund of Uganda Offices, 
Level 3 AHA Towers
Plot 7 Lourdel Road, Nakasero
Kampala - Uganda

	GCC 2.1(f)
	The other documents forming part of the Contract are: the Bidder’s bid document submitted.

	GCC 4.2 (b)
	The version of Incoterms shall be: 2020.

	GCC 5.1
	The language shall be: English.

	GCC 6
	The individuals or firms in a joint venture, consortium or association shall be jointly and severally liable.  

	GCC 8.1
	For notices, the Procuring and Disposing Entity’s address shall be:

Attention: The Director Information Technology Department 
Street Address: Plot 7 Lourdel Road, Nakasero		
City: Kampala	
P.O. Box: 37228	
Country: Uganda	
Telephone: 0312-206400		
Email address: balaam.ssempala@dpf.or.ug
                          procurement@dpf.or.ug   

For notices, the Provider’s address shall be:
Attention: 	______________________
Street Address: 	______________________
Floor/Room number: 	______________________
Town/City: 	______________________
P. O. Box: 	______________________
Country: 	______________________
Telephone: 	______________________
Facsimile number: 	______________________
Electronic mail address: 	______________________

	GCC 9
	The Governing law shall be the Laws of Uganda. 

	GCC 10.2
	The formal mechanism for the resolution of disputes shall be litigation in a court of competent jurisdiction in Uganda.

	GCC 12
	Supply, implementation, deployment, data migration, testing, documentation and training shall be for a period of seven (7) Months after Contract signature by both parties. 
Ongoing support to users and maintenance of the system application shall be for a period of one (1) year renewable for a maximum of 3 years.
The point of delivery shall be: DPF Offices, Level 3, AHA Towers

	GCC 15.2
	The price adjustment shall not be allowed.

	GCC 16.1
	The structure of payments shall be: Full payment following delivery of the Supplies and submission of an Invoice and the documents listed in Clause 12.

	GCC 16.3
	The payment period shall be: no later than thirty (30) days after submission of a copy of the Contract, a Tax Invoice certified by the Deposit Protection Fund and a User Acceptance Report. 

	GCC 16.4
	The currency(ies) for payments shall be: Uganda Shillings.

	GCC 17.1
	An advance payment guarantee shall not be required.

	GCC 18.1
	The Provider shall be responsible for all taxes, import duties and levies imposed on the Provider.

	GCC 18.2
	The Procuring and Disposing Entity shall not be responsible for any taxes, import duties and levies imposed by law in Uganda on the Supplies.

	GCC 19.1
	A Performance Security shall be required.
The amount of the Performance Security shall be five percent (5%) of the contract value.
The currency shall be Uganda Shillings (UGX).

	ITB 19.3
	The forms of acceptable performance security shall be a bank guarantee issued by a reputable commercial bank.

	ITB 19.4
	Discharge of the performance security by the Fund and returned to the Provider not later than twenty-eight (28) days following the date of completion of the Provider’s performance obligations under the contract. 

	GCC 24.2
	The packing, marking and documentation within and outside the packages shall be:  in accordance with the provisions of the General Conditions of Contract, and also in line with industry standards for packing, marking and documentation for an Internal Segmentation Firewall.

	GCC 25
	The insurance coverage shall be required.
The supplies shall be insured 110% of the total contract value.

	GCC 26
	The INCOTERMS shall be: DPP, DPF Offices, Level 3, AHA Towers, Kampala.

	GCC 28
	Liquidated Damages shall apply.
The liquidated damage shall be:  0.2% per week
The maximum amount of liquidated damages shall be: 0.5% of the Contract Sum.

	GCC 29.3
	The period of validity of the Warranty shall be: one (1) year on parts and labor.

	GCC 29.5
	The period within which the Provider shall repair or replace defective supplies shall be within Two (2) Weeks after receipt of a notice to expeditiously repair or replace defective supplies or parts.
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Agreement

Procurement Reference No: 

THIS AGREEMENT made the ________ day of _______________________, _____, between _________________________________of __________________________ (hereinafter “the Procuring and Disposing Entity”), of the one part, and _______________________ of ______________________________ (hereinafter “the Provider”), of the other part:
WHEREAS the Procuring and Disposing Entity invited bids for certain Supplies and Related Services, viz., ________________________________________________________________ and has accepted a Bid by the Provider for the provision of those Supplies and Related Services in the sum of _________________________________________ (hereinafter “the Contract Price”).
NOW THIS AGREEMENT WITNESSETH AS FOLLOWS:
1.	In this Agreement words and expressions shall have the same meanings as are respectively assigned to them in the Contract referred to.
2.	In consideration of the payments to be made by the Procuring and Disposing Entity to the Provider as indicated in this Agreement, the Provider hereby covenants with the Procuring and Disposing Entity to provide the Supplies and Related Services and to remedy defects therein in conformity in all respects with the provisions of the Contract.
3.	The Procuring and Disposing Entity hereby covenants to pay the Provider in consideration of the provision of the Supplies and Related Services and the remedying of defects therein, the Contract Price or such other sum as may become payable under the provisions of the Contract at the times and in the manner prescribed by the Contract.
IN WITNESS whereof the parties hereto have caused this Agreement to be executed in accordance with the law specified in the Special Conditions of Contract on the day, month and year indicated above.
Signed by ___________________________ (for the Procuring and Disposing Entity)
Name:_____________________________ Position:__________________________

In the presence of:
Name: _______________________________	Position: ________________________

Signed by _____________________________ (for the Provider)
Name:_____________________________ Position:___________________________

In the presence of:
Name: _______________________________	Position: ________________________
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